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(S?) A &y;i?sm 'or comfoiisiisj ihsi disinbyijon ssnd use 

!o a djgSsiS '.vc?k Li5.«9a righib Sf s 'jsso fo d-sfins h&iV a 
djoiEsi Yfcnk fiiay be used o! dsstr ibu tsd. Each uasige nghi 
may ;>p©c;ity <; dsgsai trek;;; wS^ch iTiiis) b$ psssssn! beJor;; 

■;9h; way ba sxsfCised. Gigiss; wforks are stored in 
;«:pos!to(iss. \\t«ch 'Snicfcs di'jiR;; \vofks sighii 
;tG5) whisn ijsssge of a ;S«!k3i vKJsk is; reqiiosied by s 
vfs-qjesis-iCj ri'posiiofv {sOiJO-ij Each !SfX\yiOiy h:ss a 
"g«n<sf;c tickel agani'' i/vhich ipynctses iicksts in sorne 
insiancss; only ihs g(5n8r:c iickst arjsrii ss !-sa;(5«s$!iv: trs 
oisie-f insfencss. puriciisnofeya ■■spss.-:j;-:;t-citc4 agss-sf' re- 
sjiding on anoiher -spositosy may be needed. 
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Ths pfsssfi! invafilwri reSaSiSS ?c 5!is iJ3id of ciis&fSuSicn ?ind ^isa^s rss^hls sntorosmso! ?t^r siigiSaSfy er-cocisd worss. 

A lysidasTsenissS fesae facing if rs jjiibiishing and irsSofmaJion sidusinss «;» iftey consscfsf eisiciKinjc pyfjiishtng is fiovs 
•5 So pf ravens ;hs; us-ssaS'iCM-atid and unaccouf iied disinbiJisor; cr t;;;3«s; e! atocsrenicaiiY pabiishsid friasefiafs. SiecEfDnicaNy 
ptibfehsd maisfiais ara !ys!(ca«y <ii:Siri!>^iS3<! in ss di^iSaS forsTi a:^d focreassd on a CfXfipnter tsassd sysSsm n;sv(r!g ihs 
cspabilfiy io (scfSniE;; Shs; ma-ersate. Auaso and vtdeo fijcosviings, sdtv^afij, dcoks and iiiiiisisjisdia vvofks «se as; bsinq 
8!i5ctf;>n(c<:!iy p^sftiisfied. Cosjpariifss in if5<5se inOiJsirKS rcassv© fisyaiuas tor sasb aix»^if}!<Ki -of !3$!fi/civ cs 'sia ma;<5- 
fiSiS. s g. ths sais c! an aiKUo CD at a 'siS" -oiiSisl Any unjioscsuntsd distnbjjtson oi a wcfS rs&u!!s in an ^inpasci foyssfsy 
?<5 (e.g. cqjjftf;;^ ths audso fscosciing: CD to snoihs; digisal niediyrn.) 

Th« (fi wJiiflh ei;K;::onk;;5ii:y pub»sh«d w«>!'K{; can be ''psHtsc-iy" fspccducsd afE3 dtSit; fpLSiad is a rsKsjoe cones; -Ji. 
Tiiss Sfisnsnvssion oi dsfjitsi works ?>vsf nsjworisis ss CGmj-ncnpifiCS Onft such WidaSy ^.isad nstwofSv is i\vi taisasl Ths 
Srsmrnat K a i^isdesprcad nstvscskfaciiisy bv which c:o;?-ipt;;ef ussfs m f!?s;'sy universitiss. cofpofBtioas arid govarn-risnl 
8fvi:(f!&;u»!Tif75sjr5ica?$ «iadtfa<3e idisss <:r«J infomsatfca, CorTi:p:.it8i'feu;-Btin boards Soiiadofi ihs in!<5fr!<5! anci torrirTias'tsai 

siich a& Dialog a;ig tEXiS/^iEXIS provkis! daEabas-cs of cian-;nE sr.fofsnaiiQn of; i-j «'ida vafhr;v g! foe i A x i'ie;- fscEo- 
wf?ti;h wi!! i^acoitiafs i-io sfinaiion fha <ii;vaiosr:$n; an;3 axpsnston -je ;h$ NationaS iofoffriSiSion iascasKiJKfufra dhs 
^Sii). it m an-iOipaiad iS^al as Nii Ofows. if^s :s:sns>i^ission o; dsgilai W0:i<s ov'sr r!!Stwori<s w-ii increase n-sany tirT;ss 
ovar ;{ wcuid iia <ia:;i:ai;i;3 %■ amm im E^iii for diainbiaiori of dtgisai x'voth;; V-q im- of wiiips^. ^ suEfiosi^ad 

r.cpvmg, 

Th.s rixA«i s,t:atc;hilo;wa:xi way Eo cndj unsccc-isn-ed disifibtJtion is 5o pfsv<jn; unayiixwi^ed c&ja nc - 'iansiT:;?,- 
s:of;. For axistsrsg rfiatanaSs JfiaE are disisfbuied in dtgsJaS f;srri, vanous ssEagiiaids ars nsiad. io Ei'va ca-is of sGfEwarsj. 
capy p'OJanfion i^fvafaiss wbich iisniE tbfs riuty^bar OJ acipias fhai aars d;5 mijde or wbica conyp; fsia autpsjt wiian copying 
is dsiscted havs ijs§i-: smpfoysd. Anotiisr sof^snis causes softwsEe so ijscosria disabisci afisr a prsdstgEfTisnsd psrioci 
i'S of iiri'iS! fKss iapsfsd. A iachnique ijsod ux wa!i<s!af!ori fsasad sofiwara f:; io njqtiiro iJ-iat a apectai f^ardwisris davica trssisf 
bs pfssenicnti-ia vforksiation in order fonfie scftmfStforijn, s.g.. see ■jS-A-4S>-iS.fi5A enfstied-'fyeff-iodarid Apparaws 
lor ProsecEtng CompvEsr Sdtyi«re Ufiis^fng Ood&d Ftiisf f^slwofkib Coi-iianprton i^ffh an Acrive Cod8i2 HardWiSfe Devscs, 
Saoh davscss ara provided v^ifh si5o aoff;wafe aad osiiTiniorsiy sefarrad fo as dongfss 

Yat anoifier schama is fo Psstributs soSfwara, di;t wfisch rsQai>-as a "-sav'' to enafoio sfs iiao This is ajTipfayod in 
-se distfibytion scfismss whsrs 'dsmos' d Efie 80it>*i«fe arp prai/tdsd on a a^sdi^m afOi^g wiri^ riia sr;tira prodijc!. The 
dsfPoo sssn fss Efasiy ijaed. b^is ja oidor to ijse acfyai proii^soi. fha fifsy rausi da p-ji-ofjassd, 1>;aso aahonuss do oof 
hinder eoipying o? tne sofiware onca Sbe kSiv is insfiatiy pijirchisssd. 

is is an ob|8!;f of she proseris frsvoiviiOE? so pj'ovido an firspiovad aysiera afid fneSfiod fe; ccifEfoiisng tba asa aad 
disSriboSion of digiSaf woriis, 

T?-a invsiiEion accominoiy psoi/idss a sysfera and !Ti8?i":od as ciatii-tsd sn she accorapanyiag cfaia^s- 

A aysorn fci coatfcissag fha diaSabiiiicn and ifaa d dsgiSaS works using digiiaS iickaSs ia disoiosed. A iicKaf ia i^rs 
inoicafof if-iai IEx- fickoi hoSdar nas ainsady paid iof o; is oiEieiaviss si-iitied io scfiio spociSiad fignt. pr-cducs or ssiVicer 
iri Sisa piesasv; ijiveniioa, a 'digisai ii;:i^;sf' !S a^ad fo snabie iba ficka! iioidsf Ea OJ<a;c:sa yaapo iigfi's spaciiyn-ig ifse 
foqiJB'Ofaeoi t>S tba digiiaf ■ Kfioi. Usxsga ssgbis are ijsed so da-if^e i'iow a dsgi-ai ^oj'K may da ijsad of dssfxiSsatosl Speoisio 
•so instaiicos o! ijsaga rsgiiSs ars ijssd f» indioaia a panicutar manoar of !.isa or disSfifoiiiicn A iisaga ogat n5ay specsiy a 
digiiaS EtckP? v*iSiicf> stjus! be pfsssn! bafofs EEie n^i-it aiaj? be ssercisad- For sxai^ipie, « digitai fscksi iTtay bs spocifiad 
ia a Coi>y dqtii of a digsiaf \ivork. so ihai exaiijiso of fEso Copy r;gi)f fsqaifos ii5e pasty fha; daaiioa a copy of ibe dsgSal 
work be in poessssion of ii>® nscessafy diostai fickat, AsteE a copy oE Ebe Oigifai worK is soecssst^ iiy sens so tha EogbssSing 
paity. ibs digisai iickoi ss "psaici-sad" io fridioaEa if;af a sjapy of if;a digkai vvoii< Sias beaii iiiads Wiisn ifia sickoi ss 
•■passciiad" a pfaaaiariainod nuspbar of fiiTias. EE may na iorigsf be asod, 

Oigitsi v¥orS;g are sSored in ropositonas. FioposiSofiss eEJlOfco EfTp psago ngbSs K>f Oigiisi works. Eacfi ippasEl^ory 
has a "ganesic iiakaf areas'' vvSiicb punsfjes SiakeEs, !n soma :nsSancas of;iy fEis gaiioiic Eickei a<jeaS :s ;!scssaary in 
ofher ioasaocsa, paaohiag by a "spaoif-i tickos sigsn!'' fasidiog on saaEi-iar rspasEEoi-y a?i5y ba dassfsd Piiiiai^iinp dy a 
■'Sipeaiai E!{:k8! aqani" aoiSiijias graaiar saaarisy and oofSi'oi of sae dfgsSaS work. Foi ajsaaspiSi iE can daip pravaaE dsgfEal 
t;cksi fcsgofy. Speciaf f sckai aganis ara aiso usefai so sif Lsa; iaj-ss what a an sxiarnai dafaSjisse aaads So be iipdisiea or 
ch&-;ked, 

Adioi;ai Sscka! is niaraiy an siistanoa cf adigftai ia'ofk. Tbi^s, a digt5ai iickaf fpsy bd d;sinabied asnong rppossiorssss 
in Sf^a ea;5>o fasi-iioa as oiEiar dip;fai works. 

A Oigifai tiaisat may da asad in mai^v coinmarciaf acsaarioa SvicS-i as in iha puroE-iasa of so'swafa snd prspaid up- 
•So grades. A digslai f:cka! raay also ba aaad so itrais fbo rsatrsbar of Sifaas; ihaS a rsgEi! asay bo ai<a!^:fsad, Foi oKanipia. a 
user asisy parcPass a copy of a Pigtisii war!;, aiong wiSfi iha dgat s» rnako ap io 5 Capias, io tiiis case, fha Copy rsgSif: 
syeaid siavs assooiaiarf ibsrsviiEh a ciigiisi iickai ti^«ii can be pvincnsd srp eo 5 Esmss. Ckiisr sacfi conynsrossi scenario* 
vviii ijecofne appa-ans ffoai si^e dafaiiod doseripiion. 
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so tns iscmmpisnying dfissinj^^s, m which - 

Figure 1 is a 'Sowoi-srt iiiosirajsivg a simpis ifislsnSiaisar-; of ihs opssrisf ior; shs ciirrantiy prsssffsd smbociirristit c! 

•5 Fiaiise a !S a bsc)>;k diaQraiT! itius'rsiing ihs various seposifofy types anci -hs j'sposftcsy Ssarsasctsof; fiow befesers 

Figure 3 is 3 bicf^k dia^ran") oi si repijsrtofv coiJpJsd with s csedii ssfver in ths ciisrsnliy p-^sferfsd sjTibo^SsTKsy; oi 
pressssiS if;vs!-!i:s;j-; 

Figures 4?i srsd '-b srs &Kat"'!piss of rersdsdng systssris as t^-iay be sjiiii^ed in ihs ciirrfsriliy pfsrsfred smBosjifTiOf?! 
?<5 of iiisi prsseni invsmion, 

FiOLif e 5 iiiufiiiaSi;;; a SK^lsf!! s tiiu iayoui lor s digites work ass «i;5y bs utsijzsd )?> tbs cwfioniiy prelof ■ od «!TsiKxSffni5nt 
«i i^s pressnS ■Rveriiion, 

Ffgijre 6 issustraiss ;* !»ni;3nt& site iayoaS ta; as? iJidsvsdus! digisai wc!i< ot digstes woik of Figuse 5 as ri-s^ be 

'■■-4 Figure- >" iiijsiraiss ins £:£!mpot-;S!ite oi a ds scrips ion ijics:.k oS ti^s: oiirre-iisiy preisrfso s;T;!jf>5i«on! ot ins ijfivjss'iS 

FiOLifs 8 iiiijstraies; a di:!K;j;p!ion if$s for ;he conis-ris i;i« iayosit of ihe digsta! vsofis (iiuistfatad sn riqimv &. 
Figure 9 iiiustrssios s pofiisir^ g' s OesofipSicn tfso cofrssfx>ndiog ;o tbs inowiciua! Oigfisi wofK Siustrasod in Figure 6. 
Figure 1 0 sfiusif BtS:S a iayisu; for U?o rights poriioii ot a descripisori diock as may bo utiiHod m sho susTontiy psetsired 
ssnbodirTssni cf ibs orsssni iovsnttoo. 

Figure ;'; iS « OefeCnp^Ofl trOS WhSvoin ;.-6r;«in d-btOCi-;?; i^av'S P^s;^•T i.rsf.go righii a^Xi i? UsSd so iiiviStratS '■iUio?^ 

ssrid ■l!jn:6f!5'' fiiiss for jesoivtog usage rights confiiots, 

Fip^ifo ^ S; !s a Dfcx:k diagram oi tiis h<irdwt;ro componoDSs ot a rssposiioiv tJS ars i.iiiiij:tsd in ine cijrr sniiy preforfop 
om»odir*ior:i ot ino present invsntior!, 

Figisro 1 3 is; a tjiock diagrajrs o', itje furiiOtfOfjai (is>9;oai! oofnponenS;; oi a reposiiosy as aio tii!i!:?ed if} the OLSsreniSy 
prsfso-so sfObodi-T-snt cS ?bs pmsat!! inventson, 

Figufe i 4 is dfegrsm iiiiisirating tS":e bssaic corn eon is of a usags pghf sn 5hs ousTsniiy prsisfrsd smbodimsn! oi 
the ptessfj! invsetiOti. 

FiOMm IS ijsts tf>o ussga rigtiis gfarBi-par oi ino cufr-sntiy pre-ortop ■srebooimisrsi of tno prssarh: invention 
-Si> Figure iS is a tiosctsari iiiostraJspg tba siaps ot csrisffcals deiivsty hotiist checking sad perforfTisrrscs iastsog as 
psrtoririai if} a rssgistfi^tiof} irarissactioa rfjay jso pof!off}':«d sn thi} cusrenity pretofs'sd orribortisYserh: ?>t jjie pfossni 
!!W8iition. 

Fiorifs 1 7 ;s a tiowci-iarS iiiustraisog ihs sisps oi sessiofj svioRTiaisori sxchange arid ciooK syoot}ra:ixatKi(! as r5iay 
bs psrfofmsd sn cuffSi'siiy preforrsd orebooiaijoi of frio pressnt ■nvoriiiaa, atiar sash roposiiofj' sti tno fogisiraSion 
;k traosao3io« has saccsssSuiSy cotiipisnod ihe siopa dss<;fibed ir> f igurs 1 6, 

Fioufo 1S is a flowsihar; iiiissiiBfifig si'is basic fsow for a asape sfarisaotsor;. ifsciudtng si5o corfifjior; Gperss'Q and 
ciosing step, ss m&y fos podormsci in tbs oprrerstiy proterrsd smbodiresrjt oi ths prsssrii inventioo. 

Figijre 1 9 ss a siaio diaqraai of sfssvsi arid ciieni teposifories iii accojdaiws wriii a traiispoit pioioooi toStawed wiaii 
fnovsng a digtiai *ofk frars if}s ssivot -o itjooiiofii !sp?>srioh$s, as frsay bo perfcrrnoo if; -he ciisr aniiy fsrsierfooeiirsfeoP- 
•so !re&;-!t O: ths prssorii invfs-f iori, 

A sysietri tof eoiitroSiiiig am ar}p dsstributioii of dipitai vsofi^s is dissiosed. Tiis pressr;! ir.vsoiioii is diseoisd !o 
sijppoding oonsjTsas'oa! ••'aasaoiiofjs :nvoiVir!g dioitaS v¥C!-i<s. 

Hsrsin tf-jo fs:rn-is 'di9itai vuofk'', *wos-!>" and '■ccatsnt' refer ;o any i^rori!; jhs; has bsan reduced to a dsQitsi fgpre- 
ssrnaiian; Th;s woijtd iriciiJds any audio, V:dao ias!, oi i-f-ustiSTiadia work aixi aiiy acoosTipariyitso inferpisser sa g, lijoti- 
ware! iiiat fr5;5y bo i-aqi})nsd tof refireafsig the vsoff;. Tno torfy; co«ipoB)io work fotsrs Sc a pigrtai 'fJOfis oofflpnsfJd o! a 
CG)!soitOi>oi ofi^sf digiiai works, Thaisra^ "usags isgtiis' cf "fi^i-^is" s a isros which raiora iorigf^ts gtiBiiadtoa rsiCipiont 
viJ of a d:giSat worK. Qeneraiiy, ideaa nghis deiifio hew a dipiiiji "irvofk om fxs assKi af5d ti it Ci3n bo traiherdisifib^ifud. Eaci? 
i.isags} figii]: wiay bavs eno or mors spsrsi'iad ooi'vaiiions ij^itiBn ;T!u;si ba saiisffea pstors ins ricshs rnsy bs rsxoi^rJisas, 

Figuis t is a niqh isrirai siovvcbait omitting various dSiSiss but whicii dsi>-:onstra!ss the b«isic oij^ration ot sha prassni 
in«;r5t:Qn. Refarririgto Figui^s 1. a «oatcr cfoaies a digsiai sJork, step 101 TneaoaiorwiH idondfyEarrrsinaappropnaio 
ysags rigbrs ai-sd teas, aisacb itisi-}' io ibs diqitai ia«rtr. and aiors thairs ai Fjeposiiory 1 . stap t02 'The dstarroiaaiioi-i ot 
•So appiOpfiaia usago fighis and teas vviii dapsnd ori various GDorsorriiC 'astofS, Ths dsgrJai vfork rsaaarrss socraoiy iri Ro- 
posiiory j: ijnti! a roqiiosi tof access is rcaesvocJ: The reqijos! tar accoss f;eg;ns with a sossion iaii-atioa by ancfher 
i-apesitory, Hsrs a ReoosiiOiy 2 iriiiiales a ssssioo vvi^ R:epo«>iiO:ry sisp iQ3, As wiii bs osscribsd in graster datasi 
noiow, ff^is session iai-tiitson iixiados sfsps wnieb h?ips io ;nsura sbai the respocrtsva reposiiorrss am trijsb?s:<)f5by As- 
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syfna-;^ mgi a ssssitirs can Ds sstabiishso. Rspostio;y g may tnsn visqi-iass accss* to the Oigiiai Wonk 'of a statsd 
piirposs. stsp 104 Ths pLifp«s=!; i-fisy bs, for emn-aia, so prsnt sha i,V!>rk or !o ftbtsin a espy a? !h$ d;!5!fai work. 
ThfS pLJfpos<5 Sii! cofTSSi3on<5 10 ;s spiSCifio iJSiSgs fight ir^ ?:siy sysnt. Hspos-ary 1 chscks ths iis;s<;e rigfiisassccssterf 
vsitii the dsgiSa; wofk to desSi'sTsine ihs accsss to ihe dtoitssl work may bs gi-antsd. s;ep 106- The chsssk of the usage 
•5 ! sghss i5s&«n{)aJiy rsvoivos a dsJorrnii^MfCir^ of wfjethsr a rtgtn aas(s;jatad wish ffse fi;:;;oss raques! htis bsan aiiachiib tc; 
th8 difjSsii wGffi and if tondtisons isssociafsd wifh ir:* rsgnt sf -s sstisfsed St ths access s dansija. ffSiSosiiofy t f-jfR^insifss 
tho sssason with «n ssror ffies&a^je, sisp 106. if atcsiss :s gsarifad, ispositosy t isarisiiifte she digitof work to resposfjoiv 
i;, step 107 On?;$ fdij ciigsia; worfi s-sas beon tsansmsftsd to fsposifoty 2. nsposaofy i and 2 rsash ponrar^ise biiSsr-p infor- 
!-«8!ior5 for fns aj»sss wnicfi is irsiiisfrsiissd fc a crsd;! s&ws{. sSssp tOS Sucfi cfoybisi f>tif:ng reporJinq is dorse to iiissjrs 
?<5 sfpasnsif 8{te!5"ipf8 !0 cifcurnvsof ibs biSfirsg procsss 

FiOLif e 2 iihjstratos tfio oasK in ferae i ions be; wear; iepostf of y Sypos in ti^so praeont uwe'-itiGe. As wiii oeccs!';© ap:>af ijnt 
trorrs F:9i.;;*s 2, Sfis varioiis reposiScsv fypss wif; sarys ciiifBs'&nt fiinciscsiis i; is iimciamaofaf if-at rspcstofifss wiif siiars 
si core se; of fafjcfioessiiv wfjfcb wiSi srsabSe sscufs and fres!&d cosn'TiesitesfiOiis Rstomrtg to Figure 2. a repos^oiy 
S05 reprseisjTis 'hs Qsesrs-i snsf^rwfS f>t e i-epository: Ths rsposffGry 201 f)as iwfo mrxiesof os>e;afion: a ss;v$f sfiO'to 
« a!-;d a rsqusstor rifsoos, Wbsn sn if^e sarvsr mods, toe mposifory iivig bs receiving sob prccassing accssa rsqussrs to 
dfgjiaS v^of Wbsie iii tiie rsqussiBr fnode, toe raposSoiy wiil be ieiiiKfirsg raquesls !o aceess digirai woiks. RaposSoiy 
SfOf :S pariisrai ir; ti'so !>er;;;a tf;at ffs primasy p!.:rp!>sss ss aa an axcfj-saga iT-obi^se? tor bigiiai vsofis;;. D^sarig if^ia toureo of 
opsm-ion. fba rapoaitory E01 r«av ccrnmyajaais witb a piLsrasiy ot ofber rsposiiories. aameiy aafiiorizaiiori rapository 
203 sendsrsep ri!p<Kifixy 303 arsd sTisstot repoasterjf 204, Cornsj^tseieabon beiwear; repoaffer:aa ixicass afiiixinp a re- 
pository ffaasasiiofi profacoi 20&. 

Oommunicasian wstf-) an aufborizalscsi rsposirory 202 may occur wbssn a Psgitai worKbaiog sscceased has a corsPsti&r! 
requifiag a;i aashois^afioii Coacspiuaify: ae ataj-iodxafioa is a PiprEal csrfifieato sucf'i i!5af poaaession ci the casfsbcaSe 
is raquifao to gain a-wass to fba di^ffa; wof!?. An authorf^atsoa ss iisai? a digits-i worS< ;haf can da n'sovad nafwsan 
repositories aab sijfjiecfao totess apd Lisago riahss co;"!d:fioas. Ao authOftKaiion msry do i-sqyired by bofb rapcsifOfiss 
iRvoiv!5d if! -ii-s accaee fo a bsgifai v«ofi<. 

Commaniaaf-cn S'sffi a ;erisarif}9 faocsifofy 203 occurs io aofinsclicn wiSii tbs rsnosriag of a Oigifai work As Wiii 
foe descfifoea ia greafor defaii baiow; a rendariap raposifory is coupled wisb a raftbaring devrca ia.q a printor dsvica) 
to aoj'eprisa a roadorti-sg sysfesa 

Oommanicaf-cn with a nisis-ar rapcsijory 205 caaafs m aonaotfion wkh ontsiining aa idofiiifsaafion aoaificats, soan- 
se Pticsiiioa cc<ftif!C8fas ase ids mattrss by wfiiah a lepasifory « idaabbed as- *buslwodiiy-' i'be u -je of idanlificafioa caPit- 
iaaSes is descrid^to daiow wiSf? respoci fo ma ragiafjafion tfaaaaaiiori. 

Fipyra 2 siiuafrsfss tha repositofy 201 coupled to a credi! sarver S01. The crabrf seafar 30t ia a davics sbica 
aacursjuiafes diiiiep if;5Dri}-:afien lor fba repoasfosy 20t. Tba crebst earver 301 corajaaiSKafes wrffi repoeifosy 201 vta 
btfiiag transac'ioas 202 to racos-d bsfiiag transaciiosis, Sii-ifjp f-aasaatioos sira rapcsl&rf fc a biiijag siasiringfioass 302 
by tba ariipii csn'er 301 oa a pariociic basis 'ilia crad;; saiYa; 3tf 1 con-irnamcafes fo iba biiisng oiaariagi-ouia 0O2 vis>. 
eieariagf-souse ■rai)saafioi5s 304 Ti'se ciaa- mgaoasa tfanaacPoria 004 ariabia a aaeia-e arsd ariciypfed fiaasaassicii! of 
infotmafion fa toa biiisop cfearinghoass 303. 

A fsadarsag systefa ra peaaraiiy bafined as a ayafam coiTipriSing a rapository aad a randarisig device which caa 
iariPer a dfgiiai \fsof k into its baeiiad fore?. Exarsjpiaa ei a sendarifig syafe?a may be a coiapa-er sy-sfam, a digsfaf audfo 
aystcax Of a iJsiraef. A icndeang systera has ibe saraa secufsfy ieafuras as a raposkory Tbe coepii^xs a1 a fea^jadng 
repoaifory witii the reiidei ing bavioe jrsay oacer ri a rnaaaer aakahie toi ti'se type of rarideriiig davwa. 

Fioafo 4<j siluatfatss a pftnEs! as an exasTspia of a ranoersng syatsa;, Rslarang io f^sgara a pmlar eysjarr; 40 1 niss 
aoaisiiiap tbercir; a paassr raposisoi'y •t02 and a pria; Oavtca 403 shcaki Sja acred tbai the rhs dashap fras dsriaiag 
pdiUai systef •! 401 deffaes a secsio syafem bouadary Cofaiaank;sE*a»s wiiiisri tfre boaitoasy are asaasaad ia ba aeaure. 
Dapsabiag oa fba sasufiiy laasi. mo boiinoary aiso raprssiiafs a barriaf sriisj'sdBd fa prevtbo physicjsi ia:aga!y Taa 
prsassr i^pcsstoty 402 is an ifisraatiafsori at isia sersderibg rapossory iJOS of Figa-'a 2. Tba pr(h;er raposrixay 402 wtSi ir; 
vi5 soaia iassancas ccntaia aa aphoe^aral copy ot a digttai asofk ^ftri-sicfi reraains aafii -s pdatod oa; isy toe pant angioa 
408, fa oibsf iastoaasa. rha pfiraof repositofy 402 i^say contain Oigitai vsofe such .ss fonts, vvbfcb afiii rsirain aadca?'? 
ae afiied based o;? asa T^sis basiga assurss fiisrf ali cosamantcafio;-: imas Pei:i¥S8n prirsssrs and pfiat;nq devices are 
erijaypSad. ijniaae snay are wiihsi a pi-syeieally aeae;a fsoaaoafy. This dasiga iaaiure aisTiiaatae a iposaaiiai iawfS" poioS 
!h:roijgb isihiab tba dfgifaf worf; coaki be jmprapariy ofnafriad Tna pi^iatar aai/sca 402 raprgsianls toa pfintpr aompoaanfs 
sjsad >o caaaia the pdatod oaipuf, 

Aisc iiiastabsd in Fipara 4{j is the rapastlojy 404 Tba rapositofy 404 is coijpfad Sa ihe prinfar faposiiory 402. Tf5a 
rapes!!Ofy 404 raprssaatg a;^ sxtsmai fsposisory vvfiicb confains dspitsi isiorbs, 

Fjgafs 4d is an exasrspia of a ooj-f -pritsi sysf8n> as a rsitoean^ sysiem. A conipytot systssa aiay aonsi;;uts a '~niuita 
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phoiogfaphj. Looicassy: casli fss-sttefif;!) device csn bs vsffv^d havRg iSS o-ss's sejiOEiiioty, afeboui^h oniy Oi5(> ahysiCStS 

itc;>' ^5 1 1 Ths dispiSiy'/exect-jO!-! foposliory 4 i i is 'S-ouploci dispia;/ dsvice. 4 i £ and SjcscuSior; dsvics 4 i 3. Ths ci;3shsi'J 
•5 Sox £Ui!TQwnd;:;5g if!e cofrspiiJer siyS'SsT; 4';0 •<sp!0as;!5Ss a S'scus^'y bcjundary wsifsk's vshsoh ixxTifr-sijrsieafsonssmassutned 
!>6 ssKii-s. 7h3 d-spsayi'sjcfsc^iiisf! ffSffOsSajy 411 is ;:J!-Sf^!!!;- (XsupSfSCi jo a tffXiiS ssfv-s:' 414 to repo« fisiy ?ess So bs 
bdissd to! access ta a digiSa; work and a reposfSo-y 415 for accessrsg dsgiisS wcfks a;o-ad ihsiisjr;. 

STRUCiyR£.g:^.D;0:mLm)RKS 

Usaija fiyjfSs are aiuKhssd dirrsctiy to dkjSas wosks Tf^ua, si (ss j;f ■pofia's! So us'sdersjand !h© sifuotura d 8 ■Sigsiai '«ori<. 
T iiss stf ijfJtiiffS of ?■ difjitsi work, in fsartKii'cir cosr^posiis digiSaS ssjorks, s'^ay ba naJumSSy or <5!;:iH*sci irsio an acyciic sijiscjufs 
such as a i55er8rcf;y. For exarnpSe, a f-'sagaxina iias vadcus astscies and phoicgrapi'is v^hsh i'rsay havs been cfijaied 
anci ;sfB osvned by diSisrsnt p^fsans. Eaci-- ol ibsj aititie:; «if>P phoiograpds may rsprssani a nods if- <• hissafsS'iicaS 
jifu.;iij:« Cc-nse«i.te:i!:y, conSrofe. i.e. usags lighis, n-.ay ijs placed an sa-;;-: node by ihsj crsaiOf. By e-iiabiing conirof 
and fee diiiiog fo ds assocsaied mii; aach nobs, a crsatof of a tssjsk san be assiifeb ihas ts'ss s-igi?ts and ieas are not 
ciicurnveaieb 

Sn Siis ciifTsnSiy prsferma emdodisnsn;, ti-is iite intorfnaiion -or a digslai »jori< m divided inio Jwo fiiss: a "conisnie' 
t:ia ssnd a "dascdptiori tree" tiie. fcxa Vrm piaspisctiva oi a fepossiofy, ths "jJonte'Via'* Ssis is a sifean? gI addrassable 
bylss wboso tefiTiai dispaftdsccrnpSatoiy on the imarpfeisri-ssdSopfey; dsspteyorprintlhodiijitf;; work Tns pascrip'bn 
!rs8 !iis fnake* « posssbfe to axamiri« sha ngf its ar^id tsas tof a vvofk wit!-;oyt vslei-snce !o S;1«J ooiiien; d Jba digital work, 
it afioiiid be rsoled ihai ibe tsiiTi descfipijon has as uaed hs;a(ri seis-s toaiiy type of acyeiic structuse used tc sepieassii. 
sno reiaS-oivsi^ip beiwean !he vanons cofs^pofiafiis ol a, dispai wo;k 

Figufe S iiiviS'faiss ii-;s iayoyt oi' a con-ant«. Sila Raterdng to Finjfe 5. a dig;iai ftsod; is compfiasc! at siary A 510. 
ss adveriisajrsent Sit. jjtpiy B SIS and sSofy C 513. i; ia aaaasnad that sha dsgiiai work ss asorad asaniiig at a ■aiaiive 
addmss at 0. Ssct^ o- tiis pahs ai !he digiiai wo-k are stofad iineady so that siary A ijto ss stofaci at appia!<!msteiy 
add:eiv;..a-j 0-aO,000. ad>.>ea5se!-n.-jni Sit nt abdr«cc>-5s 30 00; -40 000, siojy 3 552 st acfciiet;sfjs 40 005 -SO.OK' and 
stoiy C S13 as adsSBSsea 60,001 -S5K Tha daiasi ci ssory A oiO sa iiinstRJisd ;a Ficiora S Reia;ra;g so riqura S. ii-;e 
siary A 510 B inrssiar bfoksn dom ia show sa>it 614 siofad as addfass 0-1500. aoidior photo 615 ai addfaases 
se 3 60 1 -lO.OCXt. graphics 6 i 6 aicad ai addiSssas 10.001 -25.000 aad Sibabar 61 ? eSoied addiSss 26.00t -60.000 ^io:8 
thai tba ciasa sn ilia nansaata liia iT-ay be conspreBsao ■tar savsaa aSoraga} !>■■ aactypiad ;fer aaoadsy) 

From Figuim 6 arsd 5 i! ts rsadiiy obsarved !hat a dsgsia! wsrk can fee fepfeasatsd by its coniponant paris as a 
tBerareiiy Tiie Paasilpisas) Siaa for a dspitisi vsotk sa cosjpriaap of a S!5t of j'siased dascripsor b!o;;k; (d-biookst. Tae 
aoriianss of a?iCf5 d -Sjtaak is described wiih I'sspec; ia P igai-a 7 Ratornofj to Ftijpfa 7 . a d-biocif 7O0 ina-iJdes aa ideniitisf 
;k 70 ! vsiisc?. is a sjaspiis iaaatsiief tei- tiia work in tiis reposiSofy, a siartiog sbdnasa 702 pfovidsag tiia sisri abdassa at tisa 
Si'St byta ai iiia work, a iengih 703 giving the rsasatiar o1 hy!ea ia the work, a dghSs po-tion 704 wi-versis? iS'ie gnsnsed 
ysage rights arid sheii sSaSas data am faaintaiaeb, a psfani paiatsf /i)5 for painting to a pareiis d-bioai< anb cPsid pointers 
706 ic; poii^ting io tire ci;iid b-feio<;.k;.-. In if;s cc<srcaliy pseianab an^bodin-icsnt ifse ;da=nL:iiC! 701 has two parSs. Tf?e iusi 
pari !B a iJiiiqiJe niaribisr aassanail to iha rafsoako-y tipon i-jiaf-afasini'a. Tna asscond past ta a ar-iqaa auraasf aaasgnad 
•so to the vtfors npaa creatian, Tiia rsghSs poition 704 Wiii contain a data s-ruciijire. sued as a faok-iip sabie. vvheresn too 
vafiOLis inioarsstioa assocsaiad witb a d^iii Is maintainsb. The intofmaiion fsgiiired by sna raspecti\/s u&aqs dohss is 
descdbad in rnora daiais balcw. D-i:;iocks forrfi a si; ict tiiera-aiiy Tha top d-bsock a! a work baa i» paraal. as! o}f;er d- 
feiocks i-iava ana pafeat. Tiis ralatioiisnsp oi esaae rsgiits aatwsan peieni end cislld d-^iccits ana how coi5fiicts are 
resoiygd is bascndad PeSow 

A apaaiai type of d-hfexk ia a "afjeii" d-blonk, A shali d -Pfexik adds oa naw aoriS ant feayond tba contooi of a;i pads 
A sheii ,d-bioai< ts usad ia add rights and tee inlont^eitan, jypiceiiy ay disiilbaiars at digiSai works. 

Figijrs B iStiiSirasss a bcscnpliOii isea iof tt-is bigiias work oS Ftgnrc 5, Relasriag to Ftgure B, a top d-block B20 tor 
iha digiiai work ipoints to (he vajioits stories and sdvadisaifisivie eoatained ihafain. More, the rap d-bio<;kS20 painis to 
d-bbckasi irsipKsaeritifig stdry ASiO}; b-b!OC:k82£ ii-apraseaiiag the advahisernent 611}, b-biock 823 {fspfa^eriling 
55 story S 5t 2) aad and d -hfexk S34 .rrepreasrttsf -g sioiy C SI 3). 

Tha poriion ai the dsecripiion ifas for Story A 510 is tiiiJstfstod In Figu!0 0-alock 02S raprssanis text 614. d- 
feiock 926 fepseasata phoio 615< d-biock S2? repr^issnts gcapbica 616 by and d-biock 928 rapresSiiSs sidaisar S17, 

Tiia hgbis porttofi 704 ijf a dascrlpiof biock ss fiJiltsar iii^ssiiaiod in Figiira 10. Figijre 10 iiii.iaSiS(tas a stajctisre wtiicb 
is lopaatsd in ips rigi^ts poriion 704 toi each fight. Raieibrig to Figia-e 10; aacb rigiit wit; i-sava a right coda fi«ifd lOaO 
and slaitis intdraiaiiori iiaib t052. Ttie dgiit coda iieib 1050 v^iti eonsain a yrrlqua coda ssssgrsed saa iigiii. The aSataa 
iateriTiallon siiaki 10S2 wiii contain inton^atiae feialing to iha state of a figitt aad toe dtgiSaS wofk Snob informidtoe is 
indlesstad bsiow in 'labie 1, Tisa rights as stored in ttia rights pariion 704 rrsay typicaiiy bs In namafiasi order bassb an 
Sba light aode. 
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nanis. auino; nsif ;SB^ 


3 lUJSTith-sr anci :» on. 






RO-D«scr 


A naorfis!; HSeiisifyi'^g a rsvs 
usage fees. 




wofK. Til's is usf5>ci icr fspof'in^ 




His!of>'-p!ec 


The fiat;:- ihsi iha digsiai Vf 
A iiist o! «!ver5ls fSCQfd)iig 


ofk was {>!o.bs(si'i>3i3. 

he mpostotiss ana 6; 
sadigSai work 




tor ops'aiions ifwii copy 



The app'Oaeh for sepsessnfing d;gia! vsosks 'ay separaiiog descaptioa dam fsorn conieni aasuaies ihai pasts ol a 
tiieariixjoniiQucusbtii iakssnop-csiiionofiiniiiaciua! fsspfBSiiiniixiiofusffXiniSfiL inpaitic^siai; ii isofs^siraitomftqsirjstion 
of whaiher :;o-:iser;; r^pres'snialion nia>' taks an >2b:ec! orisnisd appioacii U wotiid foe i-.mif-.i fSpisserfS conteni as 
obiesis. in ptii-scspis. ii sna^ be oon¥S;?iar;! havo contoni objecis ihat include ti-io Jjiiiiiig s:i!s.iCii;; a af?d rfghts in'oirriaisofi 
thai is repre-seniad the d"t;iof;!<s Sijch varia-ims in ihss dssigj'i ot ihe icprs;s!sniai!a:'! af?; oossiteia ssod ar?; vsiiiiiiis 
aJiomatsvas fout ma^? introduce proceasing ovehissd. s.g, ti-iC irstafprslaiion d ihe objects 

Oigiial wosi<s asa siorsd rs a fapcjsiiory as pari ot a h(«!afch;ca! liia systain, Feid^srs {aisc tefirissi dssectoi^as and 
SLsij-difSoioriss; coniain ihe diijiSii works as w«3lf as other ioidsfs, Osgiiai #jtiis Sitid foidsrs a !oid<5f af p Ofdsr&ci in 
aiphabsjhcai oicies. Ti'is ci:gsiai vsoriis are iypad !o raiiect i'iow ihe liios aro used. Usaga r(gf;is car; be aUaci'sed to loidess 
?;c ti-sai ti-i« toider iiisei? is ii$aie« as a digiissi work. Atcass to ihs ioidar wouiti thoj-i is?! S'sandisd ii> sna same fash son as 
an/otho-f digiiaf wo^ii As wii; f>e dsscribsd in more d<siaif boio^v, the consents of if^a icidafate syfojaci iothest ov,fn righte. 
kfiorssjvar, iiis i-nanageifinnJ tsghSs nsay bs; aiSaohed io ii5a fcldss! vs!>sch define i'ic* tcjjder ;x«ts!':ta can Jje ^nanaged. 

.MTAC:Hj,MGUSA:G£RieHTS,,^^^ 

i! is fandaifisntai ioth;s pr-sseni iswanfion inai ine iJijago rigfiis aas tfeaSad as p;jd sj? ths dsgisai wofis. As fiia digitc;! 
wofit s disiribiitad, ihe scope of she giShiod iisags rigtiSs vsiff fcniain ihs same or aiay be nsfrewad. For ex^SfTipio. when 
a digriai woris is isarssfsrfed iran a <ios;n!Ti8iv; ssrvor so a reposfioiy; ti'is uaag;; r(gi))s rri-ity insiada tha fipiit io lotsn a 
copy icr a predetermined period oi tistio {cafisd SPo orjjjinaf righisj. Wiiion ine mpcsiiofy foans oai a copy of if'ia digitai 
work, iha usage ngh^s tn tiio soansr copy icaiiad ;ha nsxt se? of figbisj couid be sot to prohibit arsy tusther dghta io ioan 
oui ti'sa copy. Ti'is basic idea ss tJ'iat oi?e cannoi grarsi sjiofe rights ihan fhay havs. 

Tne atiaohm8!-;t o? tssage :'ignts itiio a dig>)ai work ^may oeetir in a variety «i ways If tne issage rignts wiii ji^e ihs 
same lor an antire dipitai work. tPsy coi;id be attached wnsn ihe digiisi work is prooesaed tor deposs! in tPo digiiai work 
sofvar. iii ipa catis ol -5. digiiai vvo-fv h;jv!!-:g diStef ant iisags rignts for ina vasxsijs i;ompooaats, this oisn l*a oci-:s tss tJ-is 
Otgiiai wofK IS Posng oi'eated. An ssi^thofsng toof or dipstai work asserttbitng tooi coaidibe isfiiixed whsob pi^ovidss for a;^ 
aiitrsnaisd piocess of atiaohsng ihe ijsaqs rigiits. 

As «siii da dsssorsfoed bsiosw, wnan a cisgiiai work is ocpisd. iransferred or io;5«ad a "oax): ssr of righis" can bs 
spaoitied, Tiie"ns>fi so* of rigf^ts'' wiii oa attacf-iad to iiio diijitsi work as it is trsnsponsd. 

i?«8«Mj§ Cmmtiag .Rights 

Sacansa oacfi part til a rfiigftai wacii iTsay hava its rxftf!-! iisaga rigiits, !har« wiii ba ifisfario-ss ■■fit-'Mn fha rights of a 
"containacs pari' ara dtffas^snt frorr) ffs parsai or coniainer part. As a iasuii, confiicf rsifes 'TiiJist bs esiafjiishad to dictats 
tvi-iaii and how a rigp! may bs ajfarcised. The f^iefarci-sics! struotuso of a digtfai «ri5 faoiiitaiss ti-sa anforcpmant of sucii 
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rsjiss. A ''sifisf fyis ^iiffiyld 6s ss: loitows:: a right lof a par! in a csgsss; wofk ss sancJiOfisci ii sind cniy sf is is ss<ncsst>naa 
tof Ihs pan. -fei snsesfior cJ-bsock;? cofii-sining ths fK¥! 3!>d for dssc$ri£ler-iS d^ijacks By sanctlonad, S is !r:«<snt ihaS 
(1 ) scifjh o! ths respsciivs patts iTiusS tm rtgi-!, m<i (2) sny ccnciiiicns for sx^rcissn^ m<5 rigsfi are 3;53ss&d. 
it asso possibfs to ;nip!ssTisn! ths pfess:r5t tnvsiiiion usioQ a mcfs tsniens aiis. In the more ienierii «i;e< 3ccea& to 
* this pan iiiay ise aoa&iad to ihe descs=ndaB! p<«ts w};k;h have t?;B right: liul acaess :& ctenied to the disscar-deriis which 
do not. 

An exarsipto ot applysng baSh ihs; ss-ict fijie ssnd iersisjnt iiiLiaSiaieci vy;:th sefejsnce ta FigufiS It . Refer •ing to f iqijfe 
tl a rm d-biock nO'l has shsid d-ftiotts; tioa-ftOS ir; tfiis ease, d-tsii^k fepfessols a jrsatsa^irits, arid SKKh »r 
the chiSa d-bicci<;S 1 1 Q2-nm reprasent Silstes: -r? the ti^ajjai'sns. Suppose ifis;; s rsqiisst ts msds fc PRit^T ths ciigimi 
?y \^'ofk r;;p)f;:i(3r!!f>.:i by !0-c;t ;i-Pk-x;k 1105 \^'b;=rsff; ih.a strict fijie foiioxi'sd Tl-i'j ixjhts rortrse cc-ot d-bk*--; riOt andc^iikj 
d-biccks ttOS-1'!05afr5!hsif}e>;afr?!r-;«d. Bootd-bSsrk tiOl aridebsicid-biKas rtOSandl-iOShavebeer-igfantorfPRIf^T 
fights Chi-d d-siock itos has noi besn gransfid PRihiT rsgnis sod chiid d-t3!a:k ti04 has f^Rst^ST rsijhrs condiiio^isd on 
payriian! of a tisags tos. 

Uodaf itia stfK! rtir-j !ho PRiNT «gn! caortss! bss exsrcssad tseaarisathrj •jf-siid d-biock doss fiot ha^e the PRi^iT agnt 
UnPsi if>& fanse-ri' !-l«s. 1fu- rs-'saii ^vc-uk^ bs diftsrar-^,:, Tha digite! vvafks rsprasai-:is-i by thiid d-bioc-i';s 1102 and ■ iQS 
couip he pskitsd aaP ifw dipstoi vvork iaprsseritad by si-hSosk 1104 coyid be prirsssc! so iong as tsis u&ape fse is p«id. 
Gniy tha rJiggai m>!'k f epnssaoted by b -tjkjck 1 1 03 eotad not rsa printstj, Ttwrs sarria rssijit vsou-d bo acriorfipitsbsd (jadar 
the stf-ci s'liis it tha fscjussts mro direeisd to oacb o! Ihs sndividija! dtgifai works. 

Ti'ia prasant snvafjfsoa sappofis vanaris ajiYsbinaiiOiis ai asiowmg arjrl dssaik>wiap arscess. iVforaover as wis? Pa 
ttv dasaf ipad baiow. thrs asaga agpf s gramfiiaf par rDits ih-j owr'sar of a digiSa; work to spatsty if ccnsiraints fnay bo irr:pcsao 
an ths work ny a corrtsinor part. Tite maanar sa wbich dtpsai warks s^iay bo sanctioned Pacauss sf ysags r jghis caatiiCis 
vsfoniP Pa kTipiaa'safiteiioa apacific as5d woaip daparsb on tt;a nasura of ?ha dsgfSai worsts. 

ss 

in the oescrtpiion c> Pi^ufS S. it was ind-catsd thai rsposiioriss aottia m vmo-:i^. forma Ati raposiiofiss provfds a 
core set of jarvioes kn •ho traa j:T;:S4;on of digiia; mXirks I'he rfiaririov ia wfaah digitai works ara OiScriaagns is ti in basis 
to! aii haaaactior; bsiwaea iaaossSorias Tba varsoas rapoaitory iypoa differ in thn wtSfriBta ■anaiios^s itjai iiiey aerfcrra:. 
f-'.epo.'Sitorsss rnay bo davicos Jhosnaoivas, or tnav n-soy bo inoorporaiao irriooitjor sysionis. An oxampio iS iPo .foodsrsng 

-sa nspositofV 203 of Figurs 2. 

A rapcssfofy wii; nrjvs associaioo with ii a rap«;ii!>ry idaniifinr Typic;;iiy. if-ss rapoaifosy idoaisiser woaio da a ansrsaa 
nunibar assignad to iho rspo&iiory at tho isms of m8ai.if3cti.ife- Each rspo&ftory wii! .siso bo ciassiftsd as Pesap sa s 
piirPnaiar aacarsry otass: Cadai;? aoiTuaaaiaaisoris arid iransassbas ri'tay ha acaditbaad aa a aspasifory desig rr; ss 
particaiar sacarssy oiass. Tho vafio:.iS sooafiiy siassos ara oosoripsd sn <5foaisr- dofati Poio«r 

-:5s As s pferapotsiis io oporatioo. a rapository wiii feqnirs possession of an ideas if icatson osrtificate ioontif seas ion 
cadificafsa ara ai'icsyatad to pravar'fi forgery and ara issasd by a sySasrer reaosstofy. A snaaiar raposi;ory piaya ti5e sois 
oi csn aijfnoriiation agant !o enapis repositef ios so rgaais?e ci<;ti«i; works, ideotitioaiioa eoiliticsSas a^usi ba apdaSsd ori 
a periodic basis. idor!iiiicaiia>a cartrficates «;s Oeacsibsd sa praaser Paiaii baiow vriSi'; rasped io tfic repistisSioa iraris- 
aoiioa. 

•so A repository nas boin a hardisicire and Suactionai srabodimsns. 'fna faaofsonai smfx^dimeoi is typicaiiy sosfwaro 

oxaeutrap on iba hardwafe ombodirsvaai. Aitsfaativsiy. the irindiooas ernbodimeat a-iay be aa-tOsddad sa riio hardware 
nrTiPijdirrjijai sijch as at; Appiicatioa Sparjiiic irriagratad Gsrcnis iASsC) chsp 

Thii hardware erni3od!n~!en1 oi a ;opos!tofV wiii bo anciosa<:3 sn a sscure rroasirtp which is coaipromised, rTiay caa&a 
the rapoaitory to da diaabied, I'fje basse oorapoaarrrs of iha hardware araOodiaseiit oi a ieaossfcsy are dascribed wirii 
raiajonaetoFigiJra t2 Refarrsag So Fsgara 12. a rapostiory (S cornprirseo oi a proaarsssng rnaans tSOO, stoscsrja sysiasYi 
J20V". ciook saOSarid esisorngi mtersaoo J206 "she procss sing means ■'.2QQ is coa^prised ot a procsssor aisraaa: 1201 
arid procaasor rrssaiosy 1202, Ths ps-rjeessirsg laaaas 1201 p;o<ridas corjis-aiiar raposrSoiYtrss-iaaaisori aad asags ; igS;>s 
iaiosrsatioo taaafioas for fba rapoarianff Vtffioiis tanafioas sa ids oparaiioa f>t the feposi-ory saah as drsoiYpsson aad.ror 
dacornpfassion of drg-tai wos^ks and traasac-ion asessages «re aiso pofforrnod by the procassir^g riiaafis t20C!. Tba 

vP paxioascr Oiiarfjijnt t,SOl may ao a, aaas'cjprorasssof or oshar' srsiiiiibia compatirig oosT-prjaeat Th-s procssrsor sTiernory 
■i 202 wrjsjio typfcaiiy be tijhhar ccri^^risaa of RaadOniy iX^prnorias rRO^,'t} and Risndorn .Apcaas .rytei-aortas ri=^ Aha;. Saoh 
r'laniories-wciaid asiniairi siia sotiwa-o instraaJsoas atJii,?ad by iiie prcscessor aisr-ianv •2C}1 in pohorfTiirsg tS'sa tynctsoas 
of •aa •apossfory. 

Taa siorags rsysism 1207 iS tyfihsraoasafissdot Psscnpsor sioraga ;20S aadcosrssnissofags 1 £04. Thsdssaripiioa 
iraa starago 1 203 wiii sior a ifja dascripisoa iraa toi ttsa digsiai w:;rk aad iha coaianS storaga wist sta; a tiia assoasaiad 
consent., Tho dascrfpiion sjsa storaga ] 2ij3 and coaiani siorape 1 204 need noi Pa ot the same typa r:rf sicragc sxiodiam, 
Ror are thpy rrspossafisy on sna apfna pny&isKti dsvics. So for sxampia. She descjripijor srorags iS03 may Pa stored on 
a soird ^sfaSe storaga {tor rapid ratrievsst ol tiia descripiion tree inforraaiirSii), wiissa st5a corjian; storacia ■204 asay Pa oa 
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sj hi* fjispaclty siomgs sifch as an ostica! disk. 

Ths stock i 205 s i.issd io tsfnij-sissvsp vsftoits B'Tis basssd condiiior^s for sjsacsg fsghSs or lor friSissing usa^s feas 

battsfy. In Ofdsf ?o maintain tiis; snt&grsiy of iha iltrss-sissTips, Vhs s^stsrost; siisjlacs stBsns i SOS providsa fcr SJis signsi 
•5 ;;Dnrs£jc!ion !o oihs;! rsposiSons;;; ;*;id te 3 mr^iGV. Ttje s-S'OfS'a; ffiUjrsacs fneafis 1306 pravides for Uie eschsfjgs 
«i ssgnass via s^sct! sjsndafd irjlsfiscfis sLwh as i=sS -232 Pe; sons; C^impsjie- M«:fi!j!?:E;)!.:i-srs Gsifd i rsdjjsify AssocKstfon 
{PC!v§CIA! stsiidaiias, or rDDi, Ths sWsrrsai smsiitsiCQ sTiSsi'is 120S may aiso pfovide naiwork tonneclsvsiy 

The runiasffl;-!*}! smiXidirpsn! or a reposito-y ss descrsbsd vyst;-; rs-srsncs; io FsgiBS -3. R<5itsrf;f5<3 i;> Fsq^sfe t3. ih« 
kiricPonai srnJ>odifn&i-!i is caTiprissd of an opersiisoQ &v&;'5;ri 3303, co^s ^aposiSory services ^302, usag-s 'ffiosaciioii 
?y !-(;-j!u-Sf;;s 'i 303. repos-siorj,' sp&cifif irifiatoi-t;.-. 1 S04 ajitj a user !;iU!dSic« 1 S05 T'i'ia oparaiincj systs;^ 1 301 is sp'jciiic 
So if3?5 sapoiikofy and \sjouid lYpsaiiy ds;pand ofi iyps; of pr^3i;■^ss<:^! b83-5g o'sad. Tfse opefsSing systssni tSOl w«>»}d 
aiso prcvids iriS basic ssrVKes lOr corHi^^iSsrig arsP inisflaciiig saSwssn SSia fessic ccir7';pofief:!S sPs raposssry. 

Tf;>3 cors repQsrtQ'V a8!VK«is 1S02 asTiprise a siisl o* functKisis fsqtihsd aacd and iJVBiy rsiposSosy Tha core 
faposs'Ofy ssfvfcas '-302 inciudrs ti-s-s session c-iiPstion srarisacPcns ft*;k;?i am dstinsrf in grsaiaf dsPssS be-cv*i. This ss? 
■f-i oi s>3iY3c8S afecf !ncii:de& a osnsric iickei agani wnich i& ^ssad ic "^puricb" a digitei !«k&s and s: aan^ric ^suihoni'ati&r! 
ssfvef lof prcce&sifvp ai-ihadKsiiGi^ speciiioaiiOi^s DigiiaS tei<S!-s and asdbG:;s;fa;io;is a;© spec«:o f;^eeha!-::&rns1of con- 
ii-GSisig this dfsinbuSioj-! and am o? dsgiiaS vi/csks sad ara dascfibaci sncrs daSai! bsksw. N?>ts 3bs! so^pSad !f> Sfsa core 
repfisitotv satvices sm a piursiiSy or sdsnJiisciaijan certificates 1306. Tha idstititicaiion csrtiiicalss 1306 are :-sqyifSd \o 
dfiabtsi sho iisa tsi tS'-;! rapoaiUxy: 

Tha ijsaa^ '^'anssic-ions hsadisj's > 303 carTiprise furicaanaiisy ior prceassing accesa repuassa to dssgitai works aaci 
for ibsiiii-ig teas based on accass. Tha ussiss sransiseitans stJpp-ortad wsii bs diiJerefS tor aach fspoaitory iyps. For ax- 
aropia, ii rriay rio! ba iiacessary iof soma rspositenas io asrsdto accass faqussts for dipiiaS works. 

Tha ;apoaitory spoaiisa iaaaiionaiity 1304 aoasprisos JarjiSiofiais^y !Pa! is ursiqsja io a rsposiirary For axartipla. ifsa 
.oiasiar raposiSarybas apetiaS luncficaaiib/ io< iaswng tispivsi cePiiicaiss aiidmairiSasaingafiaryp'ior; kays, Tba fapc-sitory 
spaoHto tufKiioaasiiy 1 .304 »K)u3d iacsudss tha uaar iniarfaca (mpiariianiaiiors 30f !ha s^iiaaitGiy. 

Far saras cisg-iai warka iba iassaa casjaad by any iadsvidaai iaspjaos a? i3naa3hof «aa aapyiap ss maipasJicaat aa« 
se ?ha chiaS aconofnio co-rscarri iias i;-! srisia-ing ^ha (xv-svaaieaca oi access md !Ow-<;varhaad biiii.'ig. ia such casea. siaipia 
and saaxpar'ssivis hsasSheid rspos;ioi ias aad rsijivsofiabasad msrkaJaitoas may ba ssjsiadsa rapostiorias. ovaa pwagh lha 
mssisiiias aiicl guafssrseas oi securiiy are modeai. 

At 3ha oUrar axdafire; fsoi'aa diqfeS ajorka such as a dipifat copy of a IsrsS ran oiovia g; a dsarar boad or s!Oi;i!: 
aariJisaate waaid as of vary hsgP vaSao aa iiiaS -s praPaa3 fa ampioy aaasiai'! aacii iasriy aijibarais aaaarisy msastifas io 
;ifl aasyre t-iaS shey arc noi copiad or lorgsd, A rapasgcjy susiaPia for Poldihg sach a digtia] work couici Pava siaParaie 
aisasures toi aasi^riap pPysioa; tfiisgfhy aaP soi vaiiiys'sji aiahoaxatioa bsfora ass. 



By arrangirtfj s aaivaraai !Sir-tc>ccK si' kinds at raf>oaiiaripa ca;-; c.0fri:r:!jnic5:ie vaih eaab oipar ja priaaipip, i-ic-vvsvaf. 
craisio-a o: soma «asks wssi want toapacsty iS"sal ibsss works wiSi orsly Pa iranstsnad lo raposfioj iss wPoss iavai oS secaniy 
ia high enO'jgP. for P?(s raas«s< doaarriaai iaposs&daa hava a ranking syatao': foi' aiaaaas and iavais CJi saaarity Tna 
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REPOSiTORY SEGURiTY LEyHLS 




lavas 


Dascriaiio!'! of Saca-ity 




0 


Opan sys-sm. Dacaaians ■ransa-iissioa is uasncryptad. i'io digsai aaPitscaia is rsqaifaci for sosatitica)>e;i , 
Tbo iacutayaf systaa"5dageiids mostiy on jsos hoaeaSy since osiiy auxiast kacvvkiSga air^^y ba rsaedad 
•a Cifcyraysni sna ssaufisy raeasaras. The raposstcfv baa ao proviaicas tor prsvaaisag anauiPortead 
prograiTiatfoai ryansag and acoaaasfsp or copying t;ias, Tha s-ysfarrt doas no! piwant she usa oi rsiriGvabia 
sioraga asrd doas not aacrypt aicrad bias. 




1 


iy3iaan&i sacarity. Lika th.e pravtoas ciass sxcspt tha? storaa fiias sfts minsTiaiiy aaofypssd. iaofadiag opas 
on ra-novabia siofaga. 


ss 


s 


8asK ssCLaiiy. L.ska 3ba praviaus aiaas aKcapi -ha! apeoiai ioois ants knassfbdge ara rsaaifaci !a 
coa^proaiisa Sha pjogaamrasap. iha oonssais o! ihs rsposteory. ar sbs sisis a? tha ciock. M dsgsfai 
sora!riyaicatioa.S8!'8aacfypSad. AdBQitasoaititiaaiS ss providadas idaajificaiiO;-:. iy-adfaai ssvai aasryptton 
:s aaaci. Raaa:;i3ory s;aa;!!icaisoi^5 naaibar (a ijntargsKsbia. 
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RgPosiTORy SECUiRiTY LEVHi.S 










3 


physiras jRlegrity of she fspoaisffly !hci' nxidesS anciyp-sor! :s usscS cu's n't Sssrssni'sssiocis. Pcssswoed 
pi'OSscSion is fsquirsc! !o use Shs iocas «ser i^'iisrtace The digSaf dock sysjsrrj cannot fsssS Wiinoo! 

fiins S:i?0:'f! tf-ssr ova; acsifSJSB spacs ssnd does fio! gsvs Ihjirr: ciifect acces?- io isf-y SsSe sitosags o; oU;ef 
f^isfnory fX>n-a!n«g system oorfs or works rj'iay cur-, b^sss wofks oniy ihrcitgi-i the IransrYiissiOsi 
tfansaciion proioco;- 




4 


LJk« she p)'s:-vioi-:s tSKSs ®;«;op* SS>ai fsioi"! iave; snciYpisoi's !.:ss;-d ofi aii casnsTsiJnicaSions Ssiosof:; a«5 

Sc !Bco:'d B^^^stT^p■s Sii phy&ica! ;5f-d oSecifCofc tfimpersng, ASJOf such !i5:'np<5f:r5<!, 'ne rfSpossiOfj- wi!! 
nos psfbrsTi oihaf irs^risactions uii!?! is has fepOfTsd such ismpsdn^ to s cifsssgnatsd servsi:. 


a; 


5 


Liko the pfijviot;;; cfesa oxcep! Sha- if Uje p;?ys:c;ai or dkjita! <j!!of?!p& a! ;jiri':pf;!;«;| isxcasd aoms; proseE 
•5-;rssho-d3 ihsi in;-8stso ihs pftysiCAi ifilsgfiiy of the rsposiiofy or mo integrjjy oi digital anc cryptographK 
bssf!:a!s, ;haf) Sli&rapoaSotyvviiiaaveaiiSydocuniijnidesoripiionrscDrdscI hssSosybuSvsSisjras-jordassroy 
Sf)y Pig;t;5: kiorititisr s that co-iSd hs msDscd is i-essasfid io 'inscfupiJiows pafiy a aSso sr^odsfsos any 
csri:;ic3>s&o5 auihCi-iiiciSy ?o mdscafe itva; ihe physic?i! sysiam has been cc-vnpfoc-iist'd. it eiso erases, iiio 
cojis-jnta oi dsssgrsaied d«-a!«an!s 




6 


i.jk<5thapfevios.;soisss«sxc?5plt?K5;th8 ropositofv wiS!aSi;5!Tip! wifotessccirimtjcscjiiiOi'sEo fopoittanipsnng 
sod wiil enptc^ noisy alarms. 


ss 
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This wouid cof'Sapond ;o a very h:gh leva! of asoiiriiy Tfssa ssrver wouid rnainiain consfafji 
cofTimyniciiSions te ranxsts sec;j«iy systams rspoasng ■Rifss-scSsofiS; sensor roBdsfips. <ir!p aitjsmpis to 
cifOviffivcps s<jcufiiy. 



'i ne c:"afat.ns:i?at!0:i ot fesc^iiijy :svt;!6 des-cdijed in Tasie 2 is noi inierided to be tsxed More- sn^portant « ihs ;dsa 
o! havi;5g diliei'snf aacciiiy isvsis for di?f sranf rspoasSortas. if * anticspaisd itisi fisvs satyrS:y ciassea and fsquisernsnta 
wiii ovo-vs siccsrdsnjj: is socsai siiusiions and cnanpas if? tschnoioijy 

A us$f intedsics is Drosdiy cjefmad ssa ine iT-sjchaoisjrs dy w-iich a cssf ii^fasacta wiSn a rep^iisry m order so snvoKe 
insfiSiKiraw to gaif! ataorss to a digstat work, or axofoise usage nqim As descfstseci above^ a j-eposttosy f:5;w be orp- 
bodioo sn varbys totms. ^p'S ysar in-iss'facs lor a roposifory wiii d;';Sf depsndrni; on pas-Jiscisf ss^iboditTigrjf Th§ 
uasr inta.faoo inssy do a praphicai (iser irsiorface having scons sepsesasjhng !de digiSa! vvori^a ««d the varwys awBsctioiis 
mat may tjc pr5dsrmo«. The user inmrtaco m;5y brs a pcnsrasoci dsaiog in whicn a Dsor is pfcmpiop 'or •nfafma-an, 

Tha ijssr irUsdacs rissit nead not be part the rspository As a rapository s^say bs ambaddad in sorsi«i orhsr davBe. 
fi'io usa; inta.faae STiay msseiy ba a paif of "-iO dovica w; which the raposjiojy :& anibaddad_ For axasrspio, ti'se raposrro;y 
cci.HCi bo sfTibeiided in a "casb' t:ha! ss insasted ij-vto ar; avafiabie sioS in sscomp-itar :5ystem The ijscf infarface rrsay ba 
a eoirsbination ct a ciispiay keydoss-d, earsorcorsrro! pevsa and soiiware exsicutsng on tfie computsif sysram. 
^ Ai a rniniriany tt'ia aser intsijaco fnuai porrnii a aaor to inpnt into! s!";«! ion sirch as aocoss saquaaSs and a:pf;a 

siumsfiG ca'a and provip.s toedbacK as f» irasnsaotton sjatiis. 'f tio assr inmrtaco wiif fber^ caess f hs nspository f» sniSiafs 
ihesastabieEfSsiaactioastossrvicaibs: rfjpass! Giinsrtacatso: ;^lpar^k^lJiaruacrin^a;1;Kav\■sik-iape^^bO!>tPatc!lc■^i^5na!(iy 
fha! a -apositofy wfii pfovsda. 

ids pfss-snt iRvsnfidn, faes may ba assocjafed vvsd the exsfcise of a fight. Tns re.qi!irsm$hi !of payf'ierst of Sees 
is descf ibad wish aach va: sior; ot a ijsagis rsgf;f mo asaga ■ igh-s ias'sgysaia Th« focoidiag and raporsing oi such ieas 
is performed by mo crodi; ssrvot One of the capabiiitiss aeabisd by associating tees with rights is the possibiiity o! 
^ suppoitss-rg a ^yids ■angp of oharging iTiObPis. The sipipssst rrsodsi, assd by conysntsoria! &ot1warS: is that thers fe .s 
aingiP lea at ids ttrne of paiohas-j; aftor vvh;ch !ha pcrohaaor obtaifrs waiifnited rrghis to csa iha work as ofrsn and for 
as long ;as ha or she wjaais. Aiferr-iafiva rrjrxieis, inc!!.fd.e mamred sjss and variabia foas . A ssagse worit ran bavo dtifer cai 
fees for diffsrsnf t.:sss. For sxsrnpie, Vi$wthg s phQiog<.f5ph oii s diSpJay cocid have dr^arenS fees than iTsakiap s iiatdcopy 
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ft! ssiabStshsng fees and ancois)!:!'!?! lot sreds! or? ihese ifa:-!$s3Bf:o:"s. 

A Cfsdt; ssfVisr is ;s corr!pi!!;!(i!onai sysissx; ■hai rsiiSBSy aiUnorfesss and rseofds iiiisss ifansaoifcns so Shas fsss ;5fS 
btSsid and pasd- Ins credit ssitver f spo;t8 fsss 5o a btising cisssdflghoysia. The biiling cisaf ingf -ouse msinaoss tsnancfe: 
•5 i-'jaasiiflifCJi'ss aa !hay occui. As a •ijaa;;, bisJs; nisw fts gsnaiHisd and asooiiofs fscoficslsd PtafaasbS^ U)e tffsdis 3i5rvsr 
wciiisd stO'iS Sn® SrsrsssKtioos sac oeriodiasSSy ccsmjriijruc&Ss vis a fieiworK ¥^i;h tSfS biiisa?; cisaringnoass Jor rscoa- 
CiisHibii in stich m- ernbodisnea!. cesntrisaiscaibns wsSf; the b:it:ng cieasiiigf-oysa wouid ba srsaiyp^fe^i 'os- iraegfiiy and 
a>sc«fi;y fi5a&c3f«5, in anolfjijr orTinociif-Ksrsi, tfira c:f<5<ii! setv^r ;Kia a "dairjsi csfd" v«>e:« ■rarvsacSions occia in 'asai- 
tifTits- agaias! a yssf accGiJni 

?<5 A crsdst aesva; :& cojTsarisad of maaiofy, a pscjcssssng maana, a atek. and iaiofiaca niaana for ooapiing So a ra- 

p!>s;to;y and a finaada! insiJiafsoa (e g. a rEKXianii. Ti'sa crasis! safvof v?;!! a!so a«ad so havs saci«'(Sy and aiiti'ssnSicanoa 
tanciioaaii'y, Tnsse <5is;-}-:ea:S af« ssseaiisiiy ibe sai^^e fSiastssals as ihoss O: a repositonst Tn«s, a siinjis dsxfsce cart 
ba boih a ;oaoss!ofy ar;d a sasdi! sefvar fSijvided ihai i; has !ha spp'^ipiiais pfocsasiaq aianianls for cairying aij! th-j 
cc!fBS:po:i<3(a{5 iun*jtion;i and pioicooss, Typitai-y. hoBfsvisa a tfsdS sarvsr isjO^iSd bs a c-srd-jsi^ad sysiam in ths pos- 

■■-4 3«!SS:on o' ihii owner o; snBs crad;;. Tna tn-sdss ssrver is cc>;.!pied io 3 fef5o&itory aad ^^^■>-Ju!d i^-iiaiacJ via ftnaricssi Siarij- 
acsicna as sdoscabod boicjw iaSoractJoas wish a jii^sarjcia! instsianon a?sy oacur via pro-ooals estaPiishod by iha iinaaciai 
i f jsi itai icn s snarfisai Vijs . 

Sn She cars-gntiy pi-atasrsd smboPiifnani credit sofvers associiJteai witi'^ both sna sstvar and ti-ss s-spositctv fspori ths 
t:nanc:ai trnnaans iiS's ta ihe bfiis'sg aisariaQbaDse. For asnnspte, vshan a rf:gfiai work is oopiad by oan ■"epnsstasy ■© arioihar 
for a fsa. Ci'adst ssrvars coapsaci to sasn of ihs rapfDsstofios wiii rnpor! t!-*8 f ransaciian to the oriiing cisarinijboijso. Tiiis 
ip cissifsbsp in that it iasaras that a a-ansacison wiii be socpanisd for in tha sveai or sosrip brasK sa the coramuaipatioa 
baiwaafi a crndrt sarvnr arsd ir;s ijiiiing cieas!i?ai'icusa. Hawnvaa soma impiasjiaritatiofjs fi^a^f aniijody or;iy a s:ngl8 
cnjdi! s$fk?ar -apsjrtiag tPa tasnsaciiors 'O a)in;raijo transsictirsn piocsssing at tna ass oi iosing S'5jt;8 tranrssictbna. 

The pfs&an? (rivonsio^i s.rjot. stnia'Yiants in a higii Jsvsi "uaage r;g>ns iangaaaa" ta dstsna righia fs&aaciatod vs'iii! 
dtg:;at viKfiks aad iPsir parts. Usaga righSa s;s:iain«f -ts aie (aSrarprstsd Py raposSanes and ara nsab ta d^iasn iina wi'iat. 
traasaotfons aaa pa aaccssstaiiy caniod OLJt tor a cisgiia: Vior-s and aiso to tiatanriina pafamatars tor Jbasa trans?!C!ions 
-se For sxampia. saateacas ra ths iaagnaaa datermina vvi"!etPsr a gjsran dipi?ai wofk can isa copiad. ysben aad how it C5ta 
ba asad, aad wtiai fans ;if tsnys aas to aa anarg<KS ior that ysa. Onoe fba sisaaa riS|?vEa austofncsa!;; aas genaastats, thay 
sifs sncodsd ia a ataisb!a tofm for acces&ing datsag tha pfc»sss;pg of SfSinsscttans, 

Oa;ii5!ng ijsaga aqhis !i5 tanvia oi' a iarsgnaga (ri oornisinaSioa wiit) the bsaiafchicat iapiaaantesion of a dsg:ta: work 
isaabiss tha suppod <>! a wida varioty ot distfiPation ano tas scbamss, Aa ajsajTipSa is tha abrij'y io sttaon rrsaitipja 
;?s vafSioris ot a agr;; to a ^^soriv So a crastor piay attadi a Pi-^ifvi T rtgi^t -o !T:ai-:<s 6 copraa lor SIC QO and a PRIN'i' nghi to 
make naiirniiad oopias to; S'00,&0, A p-jretjasas STsay then aPooan ^ivhsoh optica Past fits hss r;aads. Anoti5ar axatnpfa 
is that ripnts sind ieas ara adoitiva. So in tna csisa of a ooaposiis woriv, ths agnts and taas of eacb at tna aompcnanfs 
iwafks IS ussd if - datsnnifimg Sha r:gf;is af;d fans tor tf;® ««ik aa a wi-ioia. 

The f>aaio a>nf8nts ot a rjgtj! afa iiiaaiisstad it? Fig).rra 14. f^ijfarafjg to f^ignra 14, a rigi-it :450 tjas a !raasaa!k>i>a; 
•a> aomponaat I45t ana a spsciticafioascctaponan? 14S2 A rjpnt: }4£0 has a iabsi fsig, COPY or PRit^iT i wi^^ci-; iadssates 
t:is use Of distfibufio;'! pris;!feges that aro siTibodsed by tfte right T'hs transaotioaai coa^poasns !45j coffsspoads to a 
parik;aia< way in vitnats a dtgitsa! work may ha usad or d;s!nbnt8d Tba tasnsaationa! ooajpoasaE "!45i :s fypioaiiy a-n- 
bodieo in sopisptrs instfactiops in a rapository wbion inipteaiaa! tbe usa or di&tpbapon priviiaqss tor tna nghs. Tbs 
spso!itca;iOi5s !ooa;pori8nta 1 4S2 a-o aaed to apncsty condsbof;s wfiioh srsas! ha satisiiad anor io -he right bnsig axorcjsad 
or to dasignate vanoas irans^sc-ion raiatfxt paraaiistans, in tna rsirraotiy pnjtarrad arnbodin-na::. fbetja apacrtfoasKSj'sa 
inckida copy ccnnl 54S3. Faas and inssaSives 1454. Ttrris 1 455. Assess sad Sscartfy t4S6 and Coasroi 1-t67, i;.acb 
of Siiasn spaoificaffons wrii ba dasoi^ibab rn prsaia; dstasi baiow vviti'i iospaoE to ti'in iarigaage gf^iajmas aiamarns. 

Tha riaaga rignts isng-jags ia bassci on tbs gramsTiar dasanbad bBio*; A c;f3!Yia?ar ;a a coovsaiea; maarjs Inr 
datsrisnp: valid saqnarica of aysr:bpia tor a iaagnaga. Si? dascnbiag ttis gran>rjBr tita r;otaS:on "faibtcf ss aaad to sndsrata 
vP dfsiins! ahoiaaa sirnong ai:era;5t;¥8s. in ibis asaiipia a aantanca caa have sifhar an "a'' 'a' or "a", is ajast inciada 
axaoiiy one at tnam, 'ina btaoas {} m& asso fo indtcais aptionai ifsma. iNata thai bracksis. bars and sraoss as-a usaa 
to dascnisa the iaagaage a- naaga sigbis sersiSncas bat do noi appear si asiya! ae;itana$a in ti-te iarsgyags 

in aontfast, pafanitjasaa are past rsi tha as^sga nghis iarijjnaga Pararwhsans anj ansa lo groap riaras irsgastiar in 
iists. Tna notaiion fx^; ip usefi to indicpts a vpriabla iangtii iist, ibai is a ii:St coniaining ona or raora iiorns p? typs x. 
Tba aotatior; ixf is ysad io iridiCSiio a vanatjis rvijaibar oi issta coata-stsng x. 

Kaywoass ia i;h8 gfaramaf afs vvoi«a loiiasiad Py co-cns. Ksywords E:?a a, acniraan and vary sgaciai a«ssa in ihs 
iangaags. Tnay ars ottsp asso ia indisata a singis vaiaa, lypicaiiy an ioaptitisr. in p-i-fsny oaass. tbe keyword aad tne 
paraiTjetar are antisaiy oplsoriai. Whsfi a keyword !S gri/an, :t aiiaa takaa a smgia idanistsor as its vasaa. in SQsrra casaa. 
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to the usaos rignis iaOijuaqe, lims ss spefisft<5d sr^ iioursirrisisj-es seconds (or hh mrr: ssj rapfssoruatiot;. Tifi^e 

/or YVYY/MMM/OD). Note that ihe&s time and dais rspf-ssenisiijcs-is may soscsty i^ioniante in itms or ursiss ol sifse 

Firiiisly, ioins usa^s fights sS;nf3J.iaf5s. varioijs tiiifigs" wiSS nafXito ioi^factwui?! sachos^jsr Por exatr^pis, ar^ ins-snca 
of s usags s'lgfu sTiaj* spacsy a bank accoyni, a digtiai Slctet. ate . Such Shjngsi need to be sdsnii'ieiJ asid ass spscsfiad 

The Usage Righis Gfsmn^f js hstsd sn ste sntifisly isi Figijre 5S and is desonbsd bsiow: 
?<;■ Gii-air;rf;a!- stefneni 1 5t>! "Sigstal Wofk Rights; (aSghts*)" dsJina digiS-ii wosk ligiiis a;; n ol rights,, 

aat d nghta aiSscSwsd !0 a dtgiiaS WGik dstsns how -has di-gita! vsofk srsay be trai'isSarrad; iJS<jd. pe-tosirssid o; pSaysd. A 
seS ot rignts WiSt fuiacii io ths eniirs m<p&l wcri< af;<t in ;hs case o? compotifict digsat woiks. sash cS ths compoiisnts c? 
th!5 digsSai viwrk. Ths sjsags nghts d cof??pof:snis ot a digsSai ffiay fos iditiacont. 

G 1. 5:-! :!!-5:!l;!i-;! ^i^:2 "Slight : s (RighS-CcCifS ICc-ipy-COUr!;} fCOfStfC-i- Spf^-X:} {Ti-J'ift-SpfrSHASCJ^SS-Sip^C:} 

■;5 {F^-Spso})" en:U!7r«fat®s ths coi^tsnr of a right, £.acSi usage righl stiusS spscgy a fighi cod®. Each nght fnsry siso 
opnoiiaiiy apacsfy caftdsiona whioh sTiast tjo sat;st;ad dstoso he sigtjl aan be ox^icisad. Thasa coodisions srs copy 
ccurss, oooSroi. is'sia, ^sccass arid iao co?':ci!t;o?':« :r5 iS^ia ctirraritiy pt'efas'tad asnteaOsTiai'):!, ioj' ihs optionai aiorfsSifSs, ihs 
toiiosving dsfsyfis .sppiy- copy coun! s«i)a;s 1 . no issfic siinit on tSis iiss o! Ihs hgfst. oo secess tssts or s ssncrily 
raquifad 5a aaa tha ngl?! and na taa raguiiod, Thasa cmdiUoiis wiii esch bo dascribed in gfaaiardataiS deiow 

i; is isTiporiant io mXi& ihaS a digsSjs! «!G!'i< may t^-wc irvusipss ^farsfons of & fighS. <5Sicn haviivg .hs s=i!Tsa rig^^t: code, 
Tiis rriiatiete vsfsioa wouid piovids sitsmajjvs condiJiorts ai^d fess for accessing the digita! woik. 

0;ra;v:r;;a! iiafr;;.?;; ; 50:; "r^ight-Code . := j^ender-CcH-ie ; Trsrjapofi-Code i r^ile--ysfisgasirs.snvCcx:ef; Darivaiiva- 
Workis- Ce«8 C-ofjfiguf at ion-Cods'" diistingusshss each oi She sjp<jf.(i(f, fights sn-oa pa.rtitaSa!' f ight typo jaiihc-Ljgh saoh 
agpt :s idciiiifisa by disttnc; ngiii codes}, in ihi-s \vay. the gran-irfiaf pvovides fi catalog ot possibis fights ths;; c?,!! bo 
assfKsaifid wiS's parts oS fligifeS wori<s. in ti^ia tc;S;sw;rig, rsght:; are d:vidas3 snta catagcirsos for cfjnvsfiiancfi in desnrfbsng 
tnsm. 

Qrsiranisif eistners! 1604 ^^Render-Co-as ; SPfey ; iPisysf: Pi3y«if-iO|iPt!n;:;Pn«sf: Printsr-iDif fisis a caiagoty of 
fights a!! iovaiviag ihs rr:a!<if5g at opi-iOfaera!, iiarsaiSary: or fjos-s-digjtai copias of ti'ia digiiai wo!:k Afiar use )ha copias 
ars arasop. 

» Piay A protess fs! fofidarifjo ar peitoarssng a digisas vsofi-; on aafso piocaijsor TtBS if5a!i«3ss si;ah ihs'sps as 
pisyiag digttai mciyiss: piaying dsgrtsi n-iasic, pSaying a Vidao gams, running a coppytar pnsgrsifTs. or dis- 
piaysag donurni^at an a djspiay. 

» Print lo fsndar inp iwnrk la a rrjspsiini tt^at is not fijrtf>of profoctad by as^aga figfits. syph as pnntiag eo pspsf 

;k 

i,!!iar!ifr;a! aiainori; "C-0?5 •'Trsnspoft-Code ; ICopyfTrjij-ssseriL-saf! (RsiYiairsing-ftighis; Hext Sot-ot-S^ighia]) 
{["N«-)5i-Copy.Bi9hts: N«xt-S«t at f^f^i^ts}}" iisis a csiSsgory ot rsghis invoK.'ing ihe rnat^iog oi pars.:c;snt. usabls oopios 
of tha dipiiaJ work or; oitior rop054ionsj; Ti^o 'oj^iioiiaf Nojc;- Copy- Righto doiartasna tha ripi-iEa ors tiia vvofk aita; Ji is 
iiSfisppiiod. ■) itsis (s nof spf■oi■^i^o. tnon tao fights oa !ha iiaf-spofiod cfSiyy ase thrs Siiffii! as Pf! :i"iP iisngffiai, Tf;a op)i;>i>a: 
•Ji> Rpmaii-iing-Rigiils spsoity ins rjghts tha! fsrnaia with a digiiai «ork isinpn i! is io^sasd oa!. if ^hss is nol speciiiaa, 5hea 
ths dstaufi is that ao rights can iss exsfcssad when ii :s ioansd oai 

* Copy fviaKs a oew copy of a work 

» Transfar i^o\fif?g a work iroir; orre faposi-ory !o siWitrer 

» hoi^n Isfnpoiafiiy !;)>;!f;!ng a copy to aj'iOinof rsposfSoiy tor s spscifiaP parsoti of -iifss. 

Cirafi-;r!:af aiafaofii tS'.iO ''Fils-fsrlr^s-iagsn^sfnt-CcJds ; Sas.-kup (Sai;k-ij;>Cf.-!py-f^fghis. J^e.!;t-Ssl -of fsi^!his)i 
i=5t'i5terfi i 0&>.<i\K': i f^stdof i Dif^sJOi-y (Nsi-n&iHidfi-t.ftsa! i Hirfs - i^O!i-ioSo]{Psi-t&;Hido-L<j.r;.s!i i Hids-FfSiriAis!" ;;-5ts 
8 eaiagofy of fights if'Voivmg cpsfisiiOfistpi t^io fiBnagernani. snch as !hs faakifig of tssckap copies !o pi^tect tha copy 
vC owfisr aoaifis) catastrophic squipmant tfjiiijre. 

k^any sofhivare :ipans«is anp sisocapyi-ight isy^givaaeopyownsr -hs right tomaksbackisp copies to proisct against 
c8tast;>jp;>!C faiicra of eqiJips'fiafYt Hoaip^rai: the a^akipg of ufieanifoiiod backup copias ;s if-aofsniiy at odds wsli'f ih« 
abiiiiy tc; aofitiO! ijsagij, sif};;o an iincofi-roiifs backup copy cafj isa ksspr afiP then rassoraP aven atter iho aiittiori^ad 
copy was soip, 

yhp Fsio ifianagsaiant rights sifsabta !i)o fiBfong and f asixaing d basiiap copias sn a way thai f sspasts usage nghts, 
hoaofiag the fopiBiBfaanis of aoth she copy owner find ihe righis gfanicr find ravenuc rjwsiei; Bijckfip copjas of V!K>ffv 
dascripfions iinciydiag ijssrps rights and Ips cistas caivba sspt codsr apprepri&is protccoi smd asag^ rights cehtsxss to 
othar dosumsas iopositofias of :SutiiC:S(USy htgi^ spcarity. Fursiipf righis pan-nii organ i;;ai ton ot dsgiiai wofks mto totdsrs 
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w^l^sr; ihscnssfess sre irsstsd ss digits;: works sinci ccr^tsfsjs ?~nay bs 'hicicisn' troffl ss psrty sssking is; dstsrtt^sns 
ins ccnients O: a ispossloty. 

• Backup To rnsfei a baokup copy o! s ciigiSa; as pfoiecfaor! sgasnsi fssasa isiiufs^ 

• Re«iore Tcj rmma a tJ3ckup copy o; 3 dK|ii3i VKssk. 

• D3!^^^8 To tjasfste s«:S!S S; copy sS rfi^tUii mya. 

• r«§dsr To efeaSsj and rsa-nt! ioidsss, and 10 rnovs liiss ami iosrisfs bssSwsari ioJdesa, 
« Dsrsciofy To h:<3c a iokim of i-s ccf)!$:iis, 

RiQiiU : N«sJ-S€ss-ef Rsghfs)" Ststs a ci5Js;gofy rsghm sivoiving itje usii! oi a dx^ai mm Xo cfdim new works 

• Exiiaci Tb fisrfiove a poflsors oi a work. 5or ihs puspc^ss of crsalsng a risw vsofk. 
» EmfefSd To irw!:.fffe! work io a« ssxisisig vsofk, 

• Edfs To aiisf a digiias work Ssy copymg, seiscjing arid fiiodifv^ns poriions 0? exitiiinfi digitai wofk, 

("3 eJo??>efSi "Coofigarsiioo-Ccsde; » iostali I U«ins5air ssis a caioqory of ^ignts ■or sfistc-iiifiq and 
i.tn;f!Si?i:iiag -sofiwa.-s or-! a repository siypicsdiy a rsnseriag re-posSorv.) Tfiis ^^'o■JiC! typsoaliy occi-- for [ns iiisfstikjii-or's: of 
a BOW iype cjI pfeyor wirrjin ifjo r istidonrsg rsipositoiy 

• ins5a::: Tb tf^staii new sofiwsra on a faposisory 

» U'lsnsfiail: lb rsfjiove exisiisng Sial'^fvaris irojrs a repoaiJray 

ss ^-Q(-ni0m}\ f{Ksssp: S«i.Of.Bights)r cteSnss how rights ars; canisd iamm for 8 oopy of a digsSai mstk if ma 
Ne>:f^•Copy•R^gr!i:s is no; spscifisd. s-iS! rscsh'S i«f ihs asxi copy aro iPs same as iiioss o! iP<5 ciirfsni cop^ OiriSfWiss. 
ihe aa! of r;pji5s !i-ia !io>:! copy car; be apoorfisfj Versions of r:gfiSs aficr Add aio addai io fha acrrs-rii ses of rtghis., 
Frighis ;5itar Deiais: ars PaSa!ed fiors; ihs ciaTorS sai of rrgPis. if ofiSy rig?;- oodas ara isaiaci ssf-er Oafaio:. ifisr; aif vsraions 
of ngi>!s vyith Si50sa co<!Ss are doisisd Vorsions oS -jghis after iMspiao® suss^sme srii versions of rigf-iis of ihs same lype 

-se sn iSia cafj-sr^r soi of figiiis. 

it S^ferPiSiaifjg -Rigf-iis sa nor spscifiad, rn^ri Sharp are no rsghis for fS'sa orrgsnss aftei aSi i.asa copras sac tojjned ota. 
If Rsraarning-Righrj ss apscn'od, rfran ih« Keep iokaa ;.aa ba uaad ro airnpiiiy shs axprassiorr of whaJ r:g?as io koarJ 
gsi'sifrd A kst of aghi aadaa foiiiowjrrg ko«p rrisans taat aii of :ha y;;rsirjr'ss oi iiiosa fiaisd arjhta ara mpi frr rna frarsasarig 
copy, Tki'S specrf-c;5t;Cin oao cvorndasf! by subsoqiisnt Dalote: or RopSacs spiS>s;?;paiioti:S, 

as 

Copy Cwerl BpeciticDtion 

For varsoisa iraasacriioris. si raay fes dassrabie to provrOa aOTso JSJirt as io ifjo rsanibar oi "aoprea" of rho vvork wfrid? 
may bis ijxarcssod arfnukaapcrrjsfy for rftp fiqfii. For rsxarrjpte. si tn-sry fee doasf3!>ie iciirrirstfranufr^ba! of cqsics of a rSiqria; 
•so Vios-k f hai frray fee iOirtf:00 out a! p -irris or viswop ai a :>rr!e. 

GrarTiraar ararrsani 1510 "Cspy-Csisat ; k (Copsss; pesflive-iirstea&r i 0 f isnismstsi?)'" prxivsdsa a condisro!-; wPscft 
dstsrsas tha nurr5ba! of "copias ■ of a «jO!k suPjrjct to 5i>a rsgj-s! . A a£:;j>y aois'ss £:i5!> ba 0, a itxoci fjurnbor. or asiitrr^rSad, Tho 
r;opy-coLint ;s ass:x.:a!scf wiifi asch riab;, as orjposad ?o rncro bosog rusi a singia oopy-ooani ios Sio digs'.ai work Tho 
Copy -Gosait for" a fiphi sa decrarrioatsd oaef! iirrsa iiiai a rigfa is os;arc!sed. Wfiaa rba Copy-Oourri apuafii ;;oro, tPa ngf r; 
can an ioaQpr be ■»rafn!s<Ki. it tf)c Cqsy ■OoiJjvi re noi spposfiad. fno distfiisjii is oos 

Rigirts aao teas d8ppr;d m gaoasai os? rsgiiSs graraad by fi'sa craaior as wsii as iaf>ba! raiSirictions st iposad by iarsr 
vi5 Pfsiribaiora. Gortbo: spsoiticaiions dsai wfiP tntgrraciions bsfv^aen tha crerHors and thoir disinbafoa; gavarafag ifio tm- 
posttson p! fijripar fsstrrpisons and tsss. For ajtaiDpis. a di&srtbyior a diaitaS worr? raay noi way^i ap ar^o ooasaraar pt 
a digiiai Vi;ofk add fees or oii-sas'vifisa nrcSrt ijy eorrsfparcratiy sxpiasii-ig ihe ppip!-:asad di^iia! wark. 

Grt^r-irfiij: i;;orr:t;rii 1?;:! -Ccsn-roi -Spec : iContfcsi: (Resirictfsbis i Ur!?«airictabi«) (UacbrsrgeijbSa i Chrsrge- 
aijie})" pfovioas a opaditipa to spscify iho affaci oi ijsago fiqhta and iaos ot paranis or? ihs pireroiss oi ihe rsgiii A 
digrissS work !s fsstfiisabia ii brgtsar lavai ci-bioaiia C3!i (rssposa furrhos raa!r:ctsaf>s itisao apac:t:cairGns aad ssccass spac- 
it;caiiC!>s) on !ha r;gri!: ii is rs ares rricta bio if no iurrfiaf resiaoSfons aao bo saiposed Tiia ifef;3!.fi{ arjiJiog is rosPiciabia. 
A riijhi is anof-iar^sabis if no r>iore fsas cap ba rnipossd on rha ^sa of iiia rsgat. r; is pnafpsabio if p'lorp foas c;ah os 
isapaaad. Tlsa dafauts is afiasgaabia. 
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it is oi ■sr; df^sii-jisjis so asssgr^ a sSatt dsts or spscsv sorrss dufaiion as lo whs;^ a righ) f«ay bs exsrcissd Qfamm?;- 

•5 for Sip'5c:t;ca!loii G! tcndfticns ofj 'he esisrcis;; ot a fighs. Rights ;m)f ise qrajitad !0f a sps£;!?!!jd XnaQ D^iintsnl kmi% 
«i l:!fi8 spsscs'ssaSions are apprepife'S for ciSJers^S kifids of fiCjSi's Scjr^s rsgii's irasy bs sxs wissd Siiritig a iksss and 

soEr)« •ic-rissciion Sorrsc ngfiis m;5¥ sss 8>;*5fc;si!d or are charged according !o sosTie ksrsd o! snsEfSfed i:fP$, K;hich 
sTiay bs spSs! into separsis is'sSstvass, For sxampis, a righS eo visw «i picttirs for nour msghf fss; spia tnto sis isn rrisniils 
?i5 visiWffvgs o! toyr iiliasir; )rf)fi!jte viswinga or f^sniy 'hfae fnifiufs ViswiriQS, 

Th« i»rf?B "iEms" arid ''disEa" as® tiasd synorsysnouasy !o f^Esn te a svioman! si Esr:©. Ti'sars ara ESfSvsssai kvais of iiEns 
specif icaiiGHS Each speoificaSiori fsprss«r-;s some EisTiiSaiiOr; oo ffis ii-nes ovor isrE^ich Ihs assgs right appliss TPs 
Sxpirafsori'Daia apacslies fhe rricsTrs!?!. as wi-;?d? Efie usags f ighf ends f cs exasTspj-j, if tha Expi!KEs;n-Oaie :& '■Jaf} 1 . 
i?j9S.'' EEKsn ifts rf^fs! gods as tPfS Eirsi moiTianl of i! tiia Expiraiiori-DifrEa is SipaciiitKi as "lofijvsf". fhan th-s rignts 
■■-4 are ipissprstecE coniiiiLiipg wilE^oyt end !f orsSy an S34pirati0:i oais is gsv'sn. fhon ihs rigEr; can bs- p,<t<fcispci ^ss. otten 
5is destraci ajit:: tfis sxpiisfson data, 

("3 rait; piaman! 1515 'Psxed-ifstervsi ; s From; StsrS-Times" ss aseo So dsfiora a prodaisa^a'sod iaiorvai ffiaE 
runs trarf; shs sSarE tims to ina oxptfatiof: 6ms. 

(SraEnraar etef?;er;; "iSU "ShdSng-Snterwst ; :» Sotervah Ussf«D«fsl!on" la isaed so dafine an sndafofijisiaEe !o! 
■opsn') stcifttEras, St sp-s jEiTiits; or) a rtontin:.sO:JS pp:rso<3 O: lirrsp cv<5f wfiinh ti^a nonisnte ars accsssrbSo, TPs pprsfxf pfarts 
OP shs fErst accsiss SMid ends alt«f tEse dufaiEop f-sas SPssad or ibs sspiratsors daio es reacf-sed, vvfi!Cf>svsir eomes tErst. 
Far asasTipja. rE ifje rlgE'rE givss ID Eiofjis of contiauoas accasB, tha usie-dii(KE:of} ^sjouSd bogia v^haa if'sa Eirsi acoo&a was 
ft;ada aad sod tO hosirs nMt. 

GrsmfTssf elsmsnt "Mstar-TSffls; » Tfp-se-Resmalnifss; Rsmain!ng-Us«" Es ussd to cs&fins a *rmm tm.' 
ss ti'sai iS; a ETseasufa of ih« sifne EiME ii50 fighi ;a jsottiaSiy oxa-oEsed. tE tfiflBrp jjoai tEia SEEjjtng-iatasvaS ap<K:fE(ta:ta:-s if! !ha; 
ins tims irssE -ne cEigiiai wor is is sr; ass r^aaO r^oi cooSsnPcys For e^ssmpfs. it ins riCiPis gusrariise tPrse days of aooass, 
fixsaa ciays coufd ba -Jprepd ouE over s raonEfi. Wish !fiis spacticaiioi^ ifie righEa &5ri fjs aX'Sraiaad aaPi tiia n-teier liiYia 
ss axfiaassed or ffio axps-asso!'! daEa is raaci'saS; wtEiohsvar caiiiaa lirsri. 

ae Ramainirig-liss:: Tiras-Urat 
SSari-Tirrja Tirrjs-f Jfiis 
Use-Dpration; :-- Tiais-Ui^it 

M of tP-s tirris spasitiCiErficE^s fr-cSEJda Eimp-upii sppcifiastiops in ffjair Diisfrsaia insEaniiailon. 

SecmiSy Clsss snd AathmizMmt Sp»&fissit0n 

TfiS prssori! iaveriiioftpsovidfjs Eor var-ous isecaisty sTiaciissssismstofie soiiod^ced faioa diafiibaaon oi uss aaisosTia. 
-SrEyiitvia; ai^ii-jrii iJJUVAceesa-lipac ;"i{SC: Sscisfity-Ciass) {Aaii-^orizasson AaiE^ori?afioo iO"} (Otfiof-Aathof- 
•so izstim: Authonz&tim-ID'-} STicksi; T!sis«t-!D)j" providas s n-saans ior rosiriots-ig Access «ino irfirisj^iissEon Access 
spaoiitcasioi^s can specfiy a rsiquirsii secijriiy ciss* for a raposiiosy fo axssxasa a ri^Eit or a raquiraa asjtfiopiiaibp fast 
ifiaf inris! bo SxStisEtad, 

TPa xeya'Ofd "SC." i& 'jsed lo spsoiEy a a~!!n::-a:.«Ti aacufify ievai for she fppositories sn^'Oivoci in ihsi acceas ii "SO: 
" iii nos spaailifjp, !hs iowsst aaouriiy Seva; sa aacaptafJis. 

The apiionai ■'AatiiofsspSsor!;'' i^fsysord ep iiissd so spscsiy reqijirad asjihor «aiions on SPs sam«! iapcssfoty as •f'is 
wor•^, Tfis opiiopai '■Other-AatNorisation; " keyword !s used to spaoity raquifop ai.stbop^aSions on a^s otiiar ■sposisory 
sn ifie fiarissctioa. 

ThiS pptioaaS "TS&ijotE'' ksyworci spao:t:sa ff^a iOaniity of a sskoi fsqaifod for iPs transsciioa Atransfissicsji irsvcivtag 
digrEas isofiois mass JocaSiS an sppiop-iafa dig-iai tickst agon; wtso csn 'ppricrs'" or otEiarwisa vaiioaso fh* -iaisos b«iore 
vi5 tiia transriCEoi can piocaed. TicErais ara Oa;K;r:&ad :ri great«f Oaiaii beiow; 

irt a tEapsaotior} invoivirig s rspos EEory arid s docEfnsps ssrvor. soma usags rigi-its nay rsqsjira lEiai the rsipossSosv 
f^sya s psiriicafsr aaii^oriKstSin. Efsat ifie ssjr^rei' Eiavo soma aashoa^aEion, or ii:at PoEii re8o&fio--:oa aa^ra ipossiijiy dit- 
tsfoni} aiJiSxjswafions Aafhor !xat:oos t:"ie;?isaiv-5s ssfo digital Sfori^s ihofosiaEiof rai^rfao io aa ssa a!.:trio«^a:i;)ji ob:a(;f} 
snai casi Pa mov/sd bsiwsan rsposiiprias io soa sasTja rrianriar as oiiiar digtiai wori®. 1Pair copying aad traosfsrffncs ic 
aijbtaci !o !i5« aania rigpiij asid laos as otisar dsgrEai vsorfia. A raposstoiy (s said Jo i>av3 aa ap;!50fi;EiSfE:osi i! iisat ayti-sor- 
i2af:on opiact is aoofasned wiihin !P« foposisory. 

io so!7?a casss, an aaiSioraafio;-: tnay be rsqiirsd frorri a soarca ejhsr tbart ee^s docuri-ssnt ssrvor and rsposEEory 
An 3u!t5ori;!af!OP objacs rafsrai^csday ats ALsttsOi-i^^afbpyD oan cosvEais? digsfai address Ei^tofrrsaiion fo ba ijssrd so aa! up 
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Fo! s^icn scCBSs sesss, th* evSt-munsafiOf- ^^vould need •;> fee &S:;5:bSffi!ie« and au!:i50f;xatiOf^ ofcameS bs5fefS: ifw ssQh! 

For ons -isme usage f iohis. a var sni on this schesTis is 3o have «i ds^itaf ackeS, A ticks!! is ps-sssntsd to s digSsiS iscksi 

fsposiior:ss. ss avsiiiabfe lo "pi.iricri" sr:« tscksi. :i« oir^sr nases, ihs Sicsst ffiay cansasi ssdrfmssir'^g inforsiiitior! for iccsisriQ 
si ''spBciaf ttcka; aqsrii. Dace s iksksi has basa punshed, si ranno! Ps ysed agasn for iha sar;ie ksjid of -ransasiso!-! 
:;!j:-S!8ss iS is ijnp'ii-tci-irasi Of «5!fO:!h$d M tiiis f?ia:-sf?f5:' ciessnbiSiJ DiMoisj) Punc-iing :riCiiJiass jviarior:!? Sn<j iscN^i with a 
liiTigslasnp-oi ihs data ana iims iS isias ysed. TicksJis are digsiai wofks and can be GopJ*xi or ifsnsfsffsd bsiw&sn :'sjpos> 

?<5 itosies according lo ihosr i^sags rights. 

in !h© C!.(f;'Of;;t)' pfi!?sn's;d ©fSjbcKlimaf!;, a ''psinchaiS'' 'Snkei b<5CG!;i«s "uf'pufich&d'' of "i^ffeshad'' whaa i! « copsfsci 
<!f (S>i^fa<:tsd. Ths Copy &ri-i Extras? opsratsonssavs ihs dsts asxi iirr;s as a propss-iy oi tbs digfiai hckei. When a ticks) 
agas'ii is quan a ikkst is car; sisipiy oiiaeii wiisiPsr jiig digriai copy was raads afiar }Pa Sas; ts'rsa tsa! ;t was psnchsd. 
O) coarss. SS'se digsSai !i<5><si mcs; havs tbs copy or <5xtf;5i;i usags rsgnts aiSstbiKJ msfsto. 

« Ti-:S capaijiiity io csipunch: a sickss ss inpodani in ihs Joiiowirig cssss; 

* A ciigsai work (s cifsuiassd a; iow cost *'iSP a iirrsiiatiOf} iha; it can bo used orsly ones, 

• A diCjfia: wsrk is circaiatfid vmh «* tici<ci ihai can &s sssscf ones so gsvs dissoLir-sS oo purchasss O; otbsr sicrks. 

<■ A digjia! vsofi^ ss cirosjsaiad wsiP a iio?<et Oncisded ia ihs partPasc pnca and passibsv ss)-:bsddsd ;n -ha work! that 
can be ysed fc^r a -aScr^ opgrscie. 

in sach of ihasc cases, it a paid copy is sxiads tii the digSa" wos'k jinciuding tfjo ticks!) tfjo nsK cwnsi '*osid sxpant 
So gs! a ifpsn (tinpcrisbsd) ticks;; whsJhcf ihc copy soiicr nas wssd tins v;ork or no;, !c corss ras! . ioansng a work or simply 
tratisfernng it to artothsr fsposiioiy shosid noi rsvilaii^s the tickst, 

ss 

SJssgs F&ss md hmes}tfm0 Sp€ii>}fimti£>n 

Ths biisirig Jar ass o- a digjiai work ss fanbarrvaatai to a norasrsafcsai dis-rsbanos systsfn. CSrara-ria:! Esornesit IS':? 
•»Si-3p<vc- s:{s<;h!^<^!ji<■:rf■D■sco«!-J?^ !^$^3i.i:i3f■•;^!■3^^•Spe<^ i ftsh!-3<5«!$d-F««-Si>ssc ! iV^tsrKup-SpfJC" piCViCis s a ianpr 
-se ot options tor biiisag tor tiis nss ct dspitai works. 

A kay Saat!,iso of this ;;spp:ro<5ch ss ;hs oavsiopirsca; oi iow-ovorhoaa biiiing tor trjinssaciions in possntfaSy srrssii 
arcosrits. Thus, it bftcorass fsassbis to coiisct teas o! oniy a 'aw ccnvs sach 'or iteusanbs ol trsnsactsons. 

Tha praf!i)Yiard!ilsrant;asss baiwean asss arhore ths cSia;ga is paf ess fras;! ti'soso whors i; ss frsesarsb by iha tiiria 
Sin;;, TfansastiCfis can ssppor! tass Sh;5t 'ha sssf pays tor a5}n9 a ciig-iai worsv as vsssii as sncssatwas paid by iha ngiii 
;k grsiiiof so LissFs to sixincs thsra to ess or dsssnbsts iPa digitai work. 

Tha opiioi>ai schabuisd discosf)! tafeis ro 5;?a ras! of triis fsa spscifisaisors-dissoaniing is Py a ps;caf;5a.g8 ovnr 
tims. if i; is no; spscitisp, ihsa ti-:S:re ss no sci-isitbisd disooaot. Regular tes spscstscaiions ara soasiant ovsr tsn-is. 
Schsdaisd fas spacf!:ca!!Oi";s givs a schsbsis o'datss ovar which the ise speci'icaiiorss shanga i^as-kap spsciiicaiions 
ars i::s«d sa d-bi«;KB tof adrfsag a paicsafags ta ■ha faas airssjby Paing oharoad. 
■*>■> Gr;;s-;:v:3,- ticrssc! i/^ih ■■■Sf;h«-:r.U;f<jd-Diss<:>-io! k ■■BcbiS^ii^ied-Qiscfiys-jt: Hir^w-Spes ^'srs*!-,tsi-j«r)- A Seas--:!- 

ytsd-Disccani ss a ssssiitiaiiy a schsdyisd modiftsr ot any other tes spscitication for ihis vsssion ot iha nghi ol tns 
diaitaS work, ii! doas ac^ 'afar !o stjiidran or fsisront digstal worKs o( to oitsar versions oi aghis.) i! (s a its! of pairs of 
sinu'S arid paixsntagss Ti-is most raccm iims in sna issi !nai i-;iis aoi yci passed as iha lisniti oi shs; ti-«nsr:ciion is the 
of'S :ri atias!. l"i?e pas-csi^taga givas ttva bissoarsi paroerssags; For ssasTipta. iiia r-nrrsPar tO iafsss to a 10% bsscoyiit 

«f;n;;aai fjiasncr;; ;f;-ia -Reguiar-Fso-Sp^c. : « (f^ae: i tacositive- j ffor-Usis-Sp-sc i fv^^-ored- RsSe- Spec i 
!5««:f-p:i*&-Spef; i Cssi»Rif-^'rif;fi>'Sp«« j {mtr. !>,^0!-!sy-UniS Per. Tirrsis-SpecHf-'^sx-. ktoneyaJriit i-'sr; n^ViS-Spso) 
To; AcsojinWD)* piovidas tor ^mr&\ kiabs oi fss spsciticaiions 

Feos ara paid iw tins i;opy-o«nenasar to !ha rsvoniia -o^/vnar ■■ Fse: is apocjfsad incsiitsvas ara paid i>y tPa ra^tsnaS' 
ovjns! to iha asar rf sos^otlve. :s spacstsed. tt ths fMn: spaositcsirsiQi) is gn/sn, thsii thors is a miriirTHrrt; :ae to be sPargab 
vi5 per iirne-apaG ijnit for its sjaa. ii iha ^as: spaijifisisttaa is givsn, ihaa itsara is a a^axsraiJixi foe io Pa chargab par ■inia- 
episc for iis ass. Whaa F«s: is spscstied. AscoyRS-SD idssiisfsas ins assooni^t io wi-iicn ths fsa to ne pssp. When f«- 
seritivs: is spacri'ssd, Ae&otsnMD idsaiifias tha skccoani froi:! which ts'sa tea is io be paib. 

Grarrsraaraiaasent ''te-Use>Spee;: s Pe?^»tJse; ton«y<a!S)S" bafiaas a simpie fee ■oba paid evaiy tfrris tha 
fight is oxeraisad. ragardiess ot inow nriuch tsmo tna traasaiitioo !.akti8, 
s ;jf-i:rf:fa.:;f siarrv'r:! i ^;;> i ■■■fv.fe!?jrab-Bata-Spac . ^^e-ered: fvfcuiay-Uait Per Tisrcs-Sp'Sc' bsiinas a raeia-; ari- ra;e 

tea paid aacordiag to Pow ioap tha aijht is exerciaad. Thns. s:hat)ras it takes io ooiTipista iha iransaeticn datcrrrsiass 
in>s t'sa. 

Qfariiiaa! a-aiv:;:.';: 'ii'SK '-BesPPri^e-Spet: ; ~ Sest-Pfiea: IV^oaey-jnit Hay., f.toney-tii^li' ;s rssed to ;i;e; ;fy a 
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b9si~prics iht;; ss d«S8!:?«if!s<i when tfsesceoui'^E is sstiSsrf. Tfslsssscificsisor? is lo fBjcor«R?oda!s spscisS cisais fsbaiss, 
anci pnc:if :;5 tnst dspands on siforfnatiort thai not avasfebie so shs r ^pcsstefy. Asi fso speciftta'sosis ci?n conibsneis 
Viith SicfefS^s 0!' aijthcfizaiions &s\ couSa indicsse ihst tS-ss ccns^ifnfijr ts a whoiesaiss' or m^sS ss a pf -s^sr fed ci(siOf«ej; 
Of sha! tf iS ssSlsr tm auihofssd m some wsy. The arrxHifts oS monsy m She te: ts&Jd is the- maximum amount 8mt tns 

•5 OS© w-iii cos;i. Thss m ihes arsjouf-; tf-aS ss !sf;';«;iv-s;-y cJabiSsd imvt im credit sbs'vsj): Howsvof. vsh«n tf)e i!B<;ssctic;n m 
'■Mm&Wiy rsconciisd, my> <s<C!&ss amD^ini wiis be rsiumsd So the ccosurfiSi' in a separats irsiosacl-on 

C<;;vr;:-;::5; .-.'orr;.;':; JCv: • "Caii-f^cr-PHoe-Spes.-; CaSi-^wPriGe " h s.::^.;:;: io ^'B'jsJ-Price-Spec^ i^^ Sfm -i 
if}!$r:d<K: -o aa;;>jT-f:!od«S$ casss wSisre ptscos are dynami;;. A CslS-Fof-Ps-scs Sp^c rsqiiires a co;r!:Tiyn:<;a;ii>n »-iSP a 
dsoiiJ!' !<5 tistgffTiins pMCSs This aps-on canno; »e exercised if She fsposiioiy cariiicsi cosrirnurticals & dasiiS!- a! 

?y th'J t:rf;a thai ihe f!>;^h; is exascised iJ iij bs(;;t>':3 s;sci.ije ifsrssactiof; ivjiss-eby Ih^' <i6am imn'^i & pvic.-f; to sxemis^i 
She ffgbS and passsHss aiong a <i?-ai csditwaio -^fsS-sfci-; b retefonoad of moUided sn tbe biiy.ng process. 

v:d8 B. scbsici^is d dates ovet wi^sch Sde km specriicaiioi^s change. Ti-sc -'so spacsioabon l^^!^b si5c m»st secsat da;<5 no; 
if) tfis I'Jt^iffi! is Sho on<5 is !:i 8!)«cS, Th:s is Sirfiiiar 10 S!.fS mGf*5 gsfiisrai tsrusn Jtis schod^sSed discount, i* fTiore 
« gsrtsftsi, bsca«&s ii {jrovidss s rnsari-s to vary !hs fso agiasmans fof ssch tims psdod. 

0<ra:r;r!"a; cierf;.-;!-:- VSJ:-; "Mrn kxip-Sp^ci ~ Klsikap: pv^r-^sersta'^e To; Accr-^unt-iO" is p;r;-v:-b&d ;of add:!":;; 
coj-via?;© '.0 tdc to<5s aimady drjing ohasgsd. ror ?!>;amp:e. a mafkMp fsiaacs iSiai a sac oi 5% of cumijistsvo fso «o 
iVii; t>s atiocaiac! to ihs ciissribyiof A mari<pp spscibeaisop car; && appi^ad io ai; oi tt-is otiisr kinds ies specsticat iQf:S: 
it is typiaatiy asraci is; a shaii pfi>v:dad by a distridirEa;: ii rsisre to icaa assocsstsd mii', d-bSocka ti'ia; a; a pans oi tha 
ciff^nt d--i5icct<. This miqht a coa^fs^sa-it spccSicatso)'! tor uss in 'iSXEs. or in ciisiriPa-or ov^rrnsad. 

Whsn a mm moa^m access to a di<5!taf wofiK, the fseost-or-j' wsii initsats various tfansaoiions. T-he ccmisirjatsctr; 

ss ci transissiitjns iavokaii wsii dcpand o?-! tha spaciitcaStons assBjnad for a nsBga ri$mt Thara ara ttii-eo basis typas oi 
traasisoifoos, Ssssion tniiistion Tfansaciions. Fii-iancfa- Tfansaciions «ino! usacis Transsclions. r5srief:aSSy. sssssop ins- 
iist:on ifKinsactsoris «se iaitsib->b lirsi lo ssisPiisb a vaiid sa-jsior; Wi-ssn a ^.-aiid sassioii is o-Jtabiisited, baasactioris 
cofraaporidtag to ii-'S vsasorss usaga rigiTSa ara isvc-kad FinaiSy fs«i:;Bst apecd'io s-arisactioas ara parfonfiad 

TKsasactfons ocicar baiwosa !wo rsposiiorias Jons acting as a ssrvsr ), boiisfsari a repository aac a ocsyrasnt pisy- 

-Si> bsick pistforn; {eg. tor aicscySsng or viawiag}. bslssfssn a raposiicsfy and a orsdtt ssn/er or Potweeo s reposstory 5trjd sti-j 
aa-iiofffiistics; sofvar wnar-! ifansasSions sxcnr ba-waan •jxssoii^ian ona rapceiiory. it ia assumao Snat tnora is a raiiabia 
commufsicaiioii cbannai biatwasn the rspositofies. For s>!3!Tip;s. this coyid be a TCRriP cbannsi or aiiy Osber comaiar- 
aiaiiy fwaisabic a{ianr;si thai has ausb-ia cap3b;::ittoa lor dataa-i-^g and aoi-ractiag iraasmiaasar; atrofs. i-iowavar ti sa not 
assamcd that tPs cosi^Ti-jtiica-ion cPar-aoi ss sscurs Pfovisiocs tor sacarity and pr-vaoy ara pan oi ihs rcQijvi'&rrisnis 

;k tcf spacstying and in-ipiamsntsng i^spotirEorses and thus form ths nasd tor various traaaacttons, 

TivsasiKitofis raqaira -nai thara na aosY-a coa^rrianicatioa tsijtwaan saposttofias Comrnijnica-ian aatwaaa rapo«i- 
•so tofiss occijrs in lini's tor:T;Sid as rcssssagas. Bacaijsa ina csj-CiTisjnicatson tisa is assui-son io bs unssacra, aif oofiimi.;- 
aicatiosis With rspositcnss ter srrs above iba iowsss ssacrtiy ciass ara ehc;Ypisd i,itiii.K;ng a pubiic key ehCiYPtioi'i 
taci'ifiiqua. Pubiic ivay saetypbof} ;« a 'wais isnowf} taci^ntqua ir; tha aacrypiics-i arts. Tha sarrr': key n;tafs to a auraaria 
cods that IS as&i vsm encryption and dscrypSion aigorithn-'s. Keys oorne in pairs, wbsre -'wriiing i<eys' are used to 
anciypt dasa aad 'shackis-sg kays'' ara aaad to daosypi data. 8a;h writing ar-d chactviag keys iriay be onbifo or oi-ivaSa. 
Pasiis teya ara tbosa ibat ara distridijtad to others Pnvabi! -rays a;r;j fnamiasj-iad in contioenca. 

Ksy n-ianegamsnt and sacarity is insti-umsntai in tPs siissass ol a cusiis key aacryption sysJam. in tne OLis-reoiiy 
praisa-ad 8;?"iboi:JsT!eat, or;a oi" iiiofe i-aaator rsposttoi-iss srsaiataif- tt;a iiays aad crests tha idaatiSisatsori castificaSas 
iisad by the fapoaiEories. 

Whan a sanding repositoiy ti5(fiSir;rEs a raassags ie a i^caivii^g fapositofy. ttia sanding rsposito-y ancrypts ail of 
vi5 its data iising ;ha pi.ibifc wfifing Kay oi ihe seceiviag raposiiory The sanding fsposiiory inciudss its aarTia, tha nanra a! 
tha rsasiving repository, a ssssioi^ idar^iiiisr snob as a iionse {describsd baksvst. ana « rnsissaeo coun;af in sacn lYiss- 
saga. 

in itris Wfjy tha Gorarnnfiiafstioa nan oniy ise read (to a high pfobabiiity) tsy tihe ;-aeaiving fsposiiofy ssfiiich boids the 
prbfsis chscking key tor sssiypban. 'ii-js snxiiiary ciaia is ased to gaard against varioas rsp-ay siiarjks to ssaiifiiy. it 
(riaaaagas aver arrivs vsfith taa wrong covniar o; an o5d noiwa, !ba r spoairorias cari assums that sorijaor-s ss iniaita- sag 
vstsb ao!r!a-ii!.inic«sfsori and ihe iransacJicn iarrain^stad. 

TPS i-ssnecJiva pypiio irsys tor ths reposttoriss to »s essd for sncryption ars obfalnsd in tbe fsgis-rstion tmnssrstion 
das^cribad basowr 
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A Lisags ifsnsficiion s ssfriea osA is- ;5 session soisssri reposiSofiss For ussgs ifsnsastions snvoivfoq Shan 
ens fSpGsisosy. or 'or ftnancia; trartscioiions beiwasn s rspossioiy and a oredst ssiver, a fsgsstfation Ifanssjoiior; :» pes-- 
•5 forfntsd. A secc;nd iianssc'EiOfj t«!!Tis;d a iogs'i ■rsnsssciiC'i f?^:iy also t-a neradiid So t^ftsasi; tna s«;;sbn TS'se gsjt of ihs 
fs?5iSi:ralK!r: •i'Sirtsactior! is to ssisbltsn s sssyrs sS^c-nrte; G«iwssn two fsposSoriss wto k^ioiiv s;?icSi fjihsra idsnSiSss, As 
St ssi sssi.if!?ed iha; tts« caf;??Tiss5scs;!Ci^ cnajinsi bsiwasn ths mposisor^sa is rsissbte bus nos secafe, Jhsfe is a nsk tmi 

The rs9is3fBt!:on tfcinsSiCSsiir^ sstW8s« ivso r&postlofiss is ssscnbsci vsiih rsspsct to Ftgiifss t S snci 1 7 The steps 
?<5 siessribea Srfs from tf -ij psifspeciivs srf a "reposiiosy-l feg(5iier:ng ss ;dsnt?iy wSh a ■'r6po&:E0:y-2'- Tha fsgisisasion mus; 
Sje s^ffTifiKstf kssi s£5 sn® i;arn:5 sbI i>t sisps; w:;: S5e rapraaiisd iof n3|>ci;;i:ory-2 ■agisiering ;•;> idc^nisSy w:th f«pcs;kr>!Y- 1 
ReSerfifig te fxprs 3 6. reposticiy-t tir's; ^aosrafes an sncrypSsd regssS-'aiiOr^ :cs;ii«i3r. slsp tSOt snd thsn gsnsfiStes 
a rag!stfa!i»!'! sriessage, aSijp ISOS. A ragtsiraiso;-! s'nessagsj !s> oornpnsiad ol af^ sd-jniifiijr of s n!as;;er rapos!ta!\^ the 
idsnJificaSior; carisficaio tor <ho rapcsifoty-l m ancryptsd rar-doiti r ^gisi'sUicn ideoistiof. Tha (danSifsoation c8itf5foai<5 
« is soctvpsed by ths sTiasSdf ieposiSofV in its pf!v;a5e ssy stud siteste io the tacs thas the rspository {hSf® ispcsstef j?- ; ) sa 
a Poaa Isde fsposBory, The idefsSiiicKSwf} caniiiosie sSso toiitains a pubiw key ior iha ssposs^ory tha rsposiscri? aeoun-y 
iavai anci a i;f?;$s;Samp isndscaiifsp a t:rTs5 aftef vs?>s;h tha csftiticais (s no bn^'Sr vaM s Tno i^g-ssraibn idariiilsar sa a 
numbsr gsnsrS'Sd by ths fspcsilory icr Shis regisiralson. Tn« iregistratior; idantiti^!; ig liasq^s Jo Ehs ssssio*- and ss 
anssypSad if? fspositrav-Vs pdv;5ta ka^^ Tiis ragisiraiion iderujliar ;s ass:d to isr^psova sata-iiy oi aiJihsnficaikssi i;y ds- 
issting csdasn isirids oi to^'irnLinicsilsoiis basdd a)t?icK«. RsposiJory- J ihsn trsnsmivs tha f-sgisirfabr^ rassscspfS to rispos- 
iiO!-y-2. STSp 3603. 

Upas raca^s'ig tha fsgssisaEiGfj rnsssaga. !apcs!lofy-2 daisrrniaasi ;i st das She aaaded padiic 'm^/ ior tha rsBstsr 
foposiSofy. sisp ! 804 i; foposiJasv-2 doss nal dave ihs naedop pud-ic fvsy so dasrypi tha sdsaSiticaS'Oii: caitsfscafo, -ha 
i'sgistrasKip 5:i5fii8acdon ianriinatga in sii aaor. sisp 3 612. 

As»jasif;p that faposiiory-^ has ti'se propa; p«dac Kay S5a tdantsSsca Cisviifiasia is dfjofypEcd, step Rapoa- 
i;o;-y-2 ssvss ti^s sticryptad fsgssiraSion idsa-iSsi; step t606. and axJnKvte tha rspossory idsniitisr s;sp 160;' . "Piis; 
oxtraotad rapas-iSOfy fcionitfiar ss. chs:aks>2 a-3».;ns.-i s "hoiiiai" c>; con^p:0!TBi.ad dodaaidnj ;apos!!odss. slop :60S. in ;i-;a 
cisfraaiiy p-oferfad smPodJiTvaai. aacd rapasiiory vM contain h-ioiitsSs" o! oornproaissad rspossSorsaa. i; ii^a rapasffciv 
is ct> ids 'nddisi'. ihs rag'Sjrssiion dar-saattoo Idfmii-iajas in &fi arrotpsr s-sp 1618. i^epositofsss can be reaxivad tfosr; 
-se !hs dotiias wnsn iheif eadiSicatss sxpifS. so thai dia iisi doss no! dsad io gsxiw wsthosJ! boupd, Asso. by k8Spin<g a snort 
i!ss o? hoiiisi ae-tit}5a!as iaai -i i-sas pr avioasiy recaivad, a • aposiiofy aaa avotti tda work o; aodjaiiy {ping ihf auga iha 
iisi- Thsse iisvs ^vosjid da sncfypiad by .s (■'sa&ior sapossiofy A sriinor v:sfia!toa 0!i iiie approacti lo impjove siiicianey 
wcaid have !i>e rapaaSonaa first axaha!?aa iis's of naniaa ct hciiist aarifiiaaias, aStisfiaSoiy axehangsag orriy ihcsra issia 
tha) thay had aai pravwusiy ;'aca;vad. Tna lioiiisis" ara n>ain!aiaad and disiribatad fty iii?asta; raposiiotias, 
;k i^oss ti-:a! j-aihei- than tofiminating in stsof. iha dsasaction ooufd i~S!qpas! thai aaoihar rsgistratsoii niessaQa da asnt 
dasad on an ideniiiieasio?-: asitfeaia cf^^dad by ai?oii;ar irsaaiar repositoiy. Tisis sTsay be repea;ed riniii a saiisiaciory 
idaaiitiaaSion caditicaie is toaad, or it iS dstaiii-iiasd inai icasi aaanoi be asiabisabsd. 

Aasijaiinp thai tha repoaiiory (a fwE an ti'ifS iiciiisl, thd raposjio-v deiitrficatioa fiaads io da vaniiad. ia aihaf words 
!apoB!!Ofy-2 naeds ic wsiidista iha; tha rerxjaiiory on ;aa ciher af5d la raaiiy repoaiiosv-t T!-!:s sa iarrriaci partoariaaaa 
•so tasiinij and is podo-ified sa ardstr !o avoid tnvaiid accass to tha mposiiotv via a soaaiOffsit repcsiiory repiayiog a ra- 
cofdirtdoi a prior session iaitiaiioa bsiwean fapositofy-l and lapossiofy-S. PshoftTianca tasting la siiitiaisbby fsposiiory- 
2 geiiafstiag a padaraiarica raassapa; .s-ap 3605 Tha padoiiriafjaa f^iaaaapa .;s>naiaia o! a fionae. tha rsai^iae oi ii>a 
raspsciivs iaposiioriss. iha iirrsa and ibs ragiairasiort idaaiitifsr fscssvad iro:-n ropes iiory- ) , A aonca m a gansratad 
iTjassaga basad on soraa sarsdoai aad vadaisie :nfo!:rn3i:on (e.p iiie iima of ti'se teiiipei-asijra.t The »0;5ca is used io 
aback ^s;i-:ainaf ^aposiiory-i cai': jsataaiiy axniijit aara;;ci aacrvpiioa ct a ajasaaga 'jSijig the privaia kaya ii ateij-aa to 
havs, on a a-isssageihai it i-:as navat soar! ijaiora. Tpa psdonTianca a'l&ssago is sncryptad i.!s:ng ibs paijiic key apaciisad 
satfiS ragistraisoa faeasapaof soposstoty-l . The pedaraiarisja irfassisge is ;-iW5BtrB;i8d to seposiiory-d , aisp 1610, wijsre 
ii is daarypied by raposii:dfy-1 ijsiag iis privata iisy, stag ■it>11. Rspository-d iiiaa ahaBi^s i:o rriaka sarss thai the naaiaa 
o! tiie ivvo rdposiiorses iisra aorreci; srap 1812< id;si iha iima is acdiira;a; siaip 361 3 aad iiiai >i-:a regis! ralida idaniitier 
cofrasponds io ihe oaa ii aant. stag 1S14. ii any ;)f ihesa iasta taiia. i!-;a iraasaation is ieivaifristad gar step 1616. 
Assaming mat tba iosiaars passsd- iop;;sitos-y- 1 irai-isrnitsths noi~:ee io raposstofv-S in jhs ciaa:r. sJsp iStp, Fiaposiiory- 
2 than compares ida racasvad nonca io ii^a osigihai no!':ae. Siap 1 61 7 . ii iiiay ard iios idsiitiaai, iiia ragisifa>!Oh if snaaation 
tarnsfr-ataa ia an arrof par stag IbiS ii thisy ata tija aarna. iiia ragisiraiisjn irsiaiiaetsoa i'sas sacceBsiutiy aompieiad. 

At tnis poini. assamii^g iha- tiss tfarisaciion ii,as noi tarmiaasad. tha raposiiorisa sxcbaags massagas coniaiaing 
sossion kaya io da asad :i> ait CiJiTsriRiaiaaisoris dafina ;h« -jasstaa arid syrsohronaa iheir aioaks. figure 1? sliastfataa 
tha sassion iniorniaiion axahanga aadaiaai; syoabrooixi^tion steps (rsosiin fiaiTi ihe persparaive ot fapoaifory-i ^ i^e- 
fsfripig 10 digara t/, fsgf>sito;v-1 arsatss a asssioa ksy pair, stop 170}. A first S5sy is kept privats and is aasd fey 
iapository-l to ancivpi rnssaagas, T ha asioos-sd key ia a pubtsa t;ay aaed isy raposisory-g io dacrypt maaaagas. 3~iia 
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ssco:~id ksy is sacty ptsd yssna !hs pubSK ksy of i?spcj&i;0fy-2. sssp 1 ?02 afid is ssni ;o !rspos:!or¥-2, sisp 1 70S. Upon 
!(>t6:ps fS!>Cis:!!>f*/-2 cfecivfss the sstorid key. siop 1704. Tho second key js uSiXi so ds^esvps srissssaoss isvsubssquBnt 
comfr^Uiiscaiions Vi/hsn sash fspasitofy ihas compiiStsd ihis step, ihsy srs bo^h c-x>r>vmc<Ki ihai 5he o^hsr ffSpcsiWfy ® 
bona f;de and ihss! !hey s;fs conimupicaisnc: witn the oricjipssi Each fspcsiiofv tes given t:is oiher a key 5o ba used in 
•5 dsofyptsng fiisiher cop->rf;pnKa!ions dunng ;he S'5ss;on. Ssncs ijia- kay ss fiaeif tfanafriiiiad sn ;ha pui;;lk; key o! ine fe- 
cswing r8p«siS0!Y cniy ii wiii SiS afji^ Sa iSeciyp; si'!© k«y wbicri is useci so csassyp! spbseqijap! msssa^gss. 

Alief ■I'lS esssiOfs sntonriaJio)'! (s eschssncfssd, the )spos;Scjnes fnuai synchfanf^a siiaif clocks. Osock syrichrosisiaisop 
is iBed Ssy ihe rsposstoriss te esScS^Sisl's mi s^gresd uposi tt:T;-! b^iSis fe; She ■spapesaS recofd:; of ineSr fp«i«ai frsspsssessons. 
Rstsifpog hsffili to Figiifs 17. rsjjos;tofy-2 iriibajes oiock syncfircnizsiS sen by gsnsfgxipf! a simg sisimp &;{cSia'"ig>5 friesssge. 
?<5 step 1706, and traps ;"n:!.s it to reposiiorjf-r SiSp i?06. Upon fscsipi. s'epo&aoiy-J gepsrates iis owe time stamp mss- 
eegs. stap 17B7 epd iransssisSs k back So repcssSofy-^. sfee • 7&B F^epoasSosy-S nciea ;ha cpsfeni sSsTje. stap 1709 ePfS 
stores tsis sif^ie rscsfved Sro^i rpposstory-t . sssp 1710. 'i'pecprmn! isrps isftofnpf-risdto spstims rsceivsci tfosr: rspps-soiy- 
1 , step 1 ?! i Ti'io diflerenciS is tf-sn checked So aeo if i! esoeeds a pfodateffaipad toios'anoe (e.g. one fsiseaie), stap 
1 71 ii is dees, reposiSosY-K tsffpsnatss she sresosjiciiop s>e shSs mssy iPdinais ia:Tip$dn<g wtiP Ihe rsposstofy. sfap •7-i3 
;i not iepo&fif5iy-2 tompulPi sn sjciSusied tane dslvsi. s!«p 1 7t 4 The adjusssci Sime dsks; i& the diifefspts peiw^en 1he 
c'tack si'Tia of (epoBisofy-2 apd she average ot ifte iifsjea fsorn repoakosy-l apd repoaiiosy-S 

tbeobievo prssstar -Kcerety repoasSC!y-2cfiiP leqiJesiinefiiYiesfjaio s^p toe IsxfSxS PusnisioroS isfma <e g. five ssjnes); 
fep«s;S the dock sysichfonasiSson ssops. arid atfersge ti-:s rgsuiie, 

A aecopd eesssop iniSseisof • isepeectioe sa a Lcgs'i tranaacsio;"!. Tha Logsn tsenaaciiop ;s yaed so ci'iack She eessiensioiiy 
0! A usisr roqsjosiiep a Srisipsjietioo. A Logsp tP3nsc:C550:-> is pspsctjiaey prudsps tof She tsuibofixassop of tspaposas bapssc ■ 
!ions 1has wis! bs: cpefQed to a CfJdiS s--j!\'er i'he S,ogip feapsaciion involves an intefaciion be'wpep ihe us-es «s a i-ser 
iniedace anrfti'so credS aesvas aaa;s;!Btad \!¥s!h e rapoakosy Tfse s'sforrnation exsi'senged here ss a Sogssi stnsig aeppSiad 
by the rsposko-yycfecii ssrvorio idsnsiiy itssis so ibe psess aed a PsrsoeeS identkipasiop i^sfinbe!' iPSks} pf^jvScsod by sp<5 
usef to identity bmistsii So sh>3 credit servpsf Sn sfie evsni Si-istlhsj •jspf :eacc«ss!pg a eredss ssfs'er o-i > s fepositony ditfefsns 
t«5)r! ifjeopo OP wfssohthe esa; isvEestsssce raesdes, exohanps of she insonrsaticp vsoeld i>8 encrypSad psing iha piibSicand 
privpss keys o! SPe fospoof ivp ;i5fjositob<ss 

-SP 8::!!eg Ta^inspcStops 5:fS poncenvsd v'skn monstsisy ifsnsaiHope tViSh a credit seiver SiiSiesl'ransactions are 'i;s:-(ipd 
otiS wPfSiP eii j>sj-!er coeditsoes; are sptjsked apd a psagotea is raqpimd Sof prenttpg sha feqeest For sno pjost qed, s^illiop 
tfansadiorsa a!>si waSs pndofssood ip the eiikSe d iiie ad. Those rpsinssosiops s;rs bOiWaen a sepcsitofy and a credi? soive;; 
cr Petttfaep a oradsS sasve? epd a tisssieo ciaerrighoesse SdefSy. She !aqu;«5d isapeectfons spcSade ihe Seslowing: 

7S » F'^egsssp^iSiop 5:nd LOG SN Ip^nsacsjops by *hich i!-.e seposilory and usef aststbilsh ttiei: bonp stdes to cseds! satve;: 
Thaae Srensacssona wopid be ansiraly ieSef nai tn cases where the raposkosy and ctadfi easver ase jn;pSereanieP aa 
a Sipgiis syssssTi. 

« RegieifSiksop end L0i3IN irsnseaiioos. by wSncsi a ctedii een/ei eaiabSisS-ses p.-j bona tides soa elliifip cieafingSioeee 

* M Aaa!Cie--iea Srensacsson ic esatgn a eherge. Ttje infcirneS iop in Sbsa if apaecS ion isjouki incisjda a S pjpsar:;5!>n joen - 
•f> i!f!«!-. She idef:S!!!OS os tbs repositories in tho trntpsaofion, aed .a ssss ot cPafg^ss sroiT: tbs pasls ot too dsgiSaS work s! 

ihero hsrs been srhy unuspaf eveos iP ibe ifsnsacSion spcp as an irnsnppisop of comp-renicasions. tPas intore-iskiop 
fa inoipded aa weSS. 

* A Begin-cbPrgae SiPhsaction to assigrs a thargs rpis ijansaciion is much spp s«nie as an fijiign-te'S S:-aos>«cti>pf! 
espiepS shei ss is esed sof nsesered ese iS includes Stse safae Ifjion'naibp as the assipn-fee S?af5ssifition as »;sis as 
jpo etJisge sea snfoenaiscMV The eredSt-easvar is SS^op respenssbse tor rtjepiPp a csoek 

» An £nd-oharPea iransacfion So epd a chanpe for msterccs use. isn a vanaSion on Shs approapb. ibs roposi'opes 
woeSd exenange pspodic osiafge ieSofptsdon for each hiock oi timo,} 

* A P5p;>h-chfssKPS ifaPsefiSiofi bsSvsepn a psrsenaS erediS ssp<sr apd ss biiiipg cleprinehosjss. Thss spsspsactiop is 
invoked ai ieaas oneo per biSsipg petsod, it ss used io pass aSopg iiittiiSTiSik^n abopt diaries. On dods! and aseds! 

vd cardS; iSjjb ttsjnsaciiijji wouid aiso bs isasd ics npdida baiance ieSorrnaiicn and afeciiS Simits as nssdad. 

Aii biSiipsj srapsaciso!':^ are gsven a itanaaoSion sD and ase rppQttad So she C!:ed:ll se4?e;s by boib the setve;' and the 
ciieri;.. This fsd«c;5s possibie soss oS hiiiing inioniiaSion iJ Ofse est ts-se paPras so a ttsjpsfscston loses a banking sard atjd 
ptovidas a chsck agein:SE sstYjpersig wsth sbs ssyssSfh. 

Atsertbs Sissslop snsilaisop !p;if}saoitOi5s have baen cdp'jplesed. She pssigo reoessi nsay Shssi bs prcoesaed lb slnv 
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! (>pos!5oty !?> the fsquesisr friocte ^^titch is insiaiif a tequss-t and m» ienvs server :s ^ssed to Ksfer to a repossiojv sn Ihs 
$<5fV<sr f^-iocte ?ind vvhicii coniisii^s -ns df^si^sd ciigiiai WKik Sn jiiany csisss Siicn sss risq-j^ste printer View s wofSv,. Siis 
requesSsf aiid ssivsr snay ihs same devies and ths transaciions dsijcrfbec: sji toiiowsng wouSd bs emirsify inisrna!. 
•i? isi stich :nau«x:sjs, csffajri ■rasisacrtic?-; ssteps- SDch ais the raqmtrariori iransaeiksn; need sioi b« pefiortned. 

There are somss toir:jT;on sisps mist ars par; oi !h« ssrr^s-r^Sics o; aii of <he !.!SS:giS fights irfinsisfihoris Thess steps 
ats fe;s;;r;;d io as lh« corsKTKJf? tfsrisacliori stsps. Thssse ars iwo isets - - iha "op&^mo' steps and Ihs ''cioslfi^" steps. 
Fo! sirripsffiity. ifsass ii«ted Pe!$ raihsr lhaf5 rspasiSiogthssj;-! tfja d5;8cr;ptioj':s of aii of !f>e usagss rigi^i-s fi-ansfiitSicj'iS 

Iran sac • tons can rstsi- to a psP of s Oigiiai worS<. s; coiTipSsts digits- work, or a Diqitst; work ccntsiii-iing cfnsr ciigiia; 
?<5 works. Ai'heacjh notdgscnbcd b-; dStiaiS h6se:n, awansacJion may svsn refsrto a foidsrcohtpfisaci of a plufaii-v of digijai 
V!;cr!<£. The tesm -'wofk" is 'jsed io iatsr; to what i5va! poitiofi or saS oi digi-ei ^csks :s heiag ijcosjisao. 

M?;!iy G; the sfsps nms irivofvo dsierrriiniho if certsio iXifsditiOfis Am safisfisd. RecsiS ihst each «saps ■irjhi rr-ay 
hava 0;5o or rriors cof;dst:or;s whicfi be sisiissiep bsiose tf?e ikfii sm Sjo osercised Digiiai Ho;:ks beva par;s ar;P 
piiris f-^ave psffs, Dttterisr!; pans car; nave difffSfanS rsghis ;5j>d faas. Thus, itisnecasssrytoverffy $t!aUda raq^iifasTisais 
« are niei for ALL of Shs psrfs are invoivod sn s -rsnBaoisoh For fefsvsiy. whari rssfofenco is rnsds to ehscksng iArhetnof 
the rigpts exiss and eos'idiibns for axsr;;isin9 asa saiisfied, i; is meant UmS aii sijcb etieckiriq iakos piace ior saeh ot ihs 
foisvani pBxm of iho work 

Ftgiifs IS iikisS-aiss ffie inifsai oorjimcn oponsng ar;d ofossng stops for a transacsioa. A? Sfiis poirsf it is .sssijri-ied thai 
ropistrelior- haa oocairod ai^d i;?al a 1rt;e;ad" soirsio?'! is hi oiacs. Geri-jrai faats iire tesis on liaaga i-igi-is aaaocsaiad 
KiSn ff'iS foSdOf eoftEasi'iing tf^o work or sorr^s cents ieirsg iofdar dipfier in fhe fiis system i-;!Ofa>'cny. These fasSs corrsspor^d 
!0 raqiJirei^iants iinpoasd on tha work as a coaasqiJaace of sis boihq on ths partteuiar raposiiory; as opposed !» dairsg 
aiiaofsop to ths wosk riaesi. Rafsrsing io Fsgasa tB-, prrai to iorisaiiag a usage fransaciioa, -he requeaSer parfarfns any 
ganerai -asis ii^ai are r8;3;.i!f!5d f)aioj<5 ■■■:a iiigh; assor;iatsd with ihs ii'arssacSioa ttjn iijs sxercssed. sUjp, tSQi, For .jx- 
aiTipis, ifisfait. ui^insfafi and dsSsis fighis rr^ay ba imp^amsnted to raqsJits ihat a requsssSf iisvs an auihon^'aiion csrtit- 

ss icaie bafrsrs if)a rigfut aaa ba axsiOfsad. Anotnar oxiisrf-ple is fhs saqniraaiiari! ;hat a digSal iisKrSba prssejvi as5d pur^chsd 
bafore a digifei! worK rnsiy ea copiad io s reqijosier it any of the tjersarai fosSs faii. !ba transaof ioe is no; inif iaied. sSsp, 
i 802. .Assaaiiag ihsi each raquked iasts as's pssasd, upofi racaivirtg tha osaoa rsqtjsst. iho ssn/sr gsrieratas a Irans- 
aeSirai idijniifior 5hat is isaed if; rerjords o; repoits of ine UarisactiOf step 1 SOS. Tha ssrver rf^ar; checks wt'ssihe; itie 
diijitai isfork nas baan granted tda figf^S corraspcnoiep to ti-^e requss-ao ■rsiisatiion. siep tS04. ii ihs pKjitai work has 

se noi fjosn qraoiad iha ri.-jh; corraspond^riq io Iha iotajsoi. tha ax^nssciion •snTiiasiss. stap tsos. f; trss d^jjiiai work has 
b5:en qranied -ha rer^aetiiad rigfit, the seivsr ■nar; defoftriines :f the varions crjncSiiiisns t^sf axarefsir^g She figfvi afa 
saiisrfed. Tin^s based condihona are sxaminad. slap iSDS. I'hese condii50)-;& ai'a ciiacked by examining tha tisTia spac- 
iliEsstior; fortfse iha ve;s!or; fjf iha riqhi. if any of tiie coadi-tona asanoi satiaiied, fhe tfiarisssSior; ierriiinatss par sajp 1805. 

AssijiTsifip inai f:he iifris eased co!';0iiiOi';s are ssitsfiao. the seiver cbaaks sosiirity and accsss condi-ions. :Step 
1 B07, Siich seciaify and stccass oonditions ara satishad if: i ) it^s raquester is at the specified security class, or a higbar 
s»;oufky oiass. 2) ths setvar s-iitafies ariy speciiied aviiioriiiaiio!'! iest and 5} iha isqaaaSer saSistras arsy speoiiied aij- 
1hori..is;icn tecis and iias soy ioqijired digstaf iici'ists if any of ina conditions ars not saiisfisci. ihe irsncaosioo fsrfninsias 
per siep 18QS, 

Assiansng ft'sai ifsa seaatiiy asid a<;aaas aof;it:tK>f;s asa aii saitiiitao. tiii? aoivaf ciisaks ;ho copy aoiJi'^t eendifk^n, 
•so step iSOS if iha copy co-int equsis xoro. ;hen the ij'finsaciicn osi-i^oi oa conrpieisd and Sba irsnsaof lon ■srfnii':aSss per 
step 1806, 

Assafnsng fhai Stso copy cosait doaa noi eaaai mso, iha sasver cficcka if fho copies rn ijsa lor iha •■aqi-ioaied iipht 
is grasisr ihan or squas io any copy coi^'ni for ihe raqijasiad r;ght for fsies'sni parisi. siap 1.209 it ii-5 copies in ess is 
graaier iiian or aqijai io tfic copy eouni. this indicaies iiiai usaqo iiohss tor the verswf; of ;he l;raiisac$ion fi-we been 
exhansiad. .AccofrSing-y if-sc sarves' ierrriinaSes thrs tti^nsaniior!. :;rtap if iisa cor>y coijni is Sass inar; Sis copies tn 
use tor ihs iransaatfeo the transaoiioo aao aooliRfia, s:nd iha copies in ijac woaid i>e incfsniisi^ted ijy iha niirnhar of 
digiiaS VsOfks reqeesiod iii the tfsoaaciion. stop ■■arO 

Tha aen/af fhen nhesks if iha digifai xvsffe has a h.o}5n''8aaass fighi. siap tSl'i ThsdL.ofsn'-annass fight iaaspsc:a! 
casa siiwo lOraainK-iq rigi^is taiirv bo pi-asent evor; fhoogh sif copies ai's ioaned oi^s if the digiiai wo-k has ids "k^n" 
vi5 accsiis: fight. ;j ci;-5ck la made io sas if aii iKspiss have tsfi-sn ksiinert oiit, siap 1 isf f?.. Tha narjibof d cispsss fhai coaic 
be ioaiied is iha siJin of tna Ccpy-Cooiiis for ai: of tns vars-ona of tha ioan righ; ai ihs: digstaf wariv. For g eoinp;>S:iia 
vvoi'k, ih^j iijtsvant iiqurs ss the miniinai suoh stiir: of eacP of iha co;r:ponc!f:>s of tha composite work, if aii copras disys 
beentoanadoijf:, fhsfeniisiningfighisaradsiarniined. ijfap ISfS. The faniaimng-rigiiisisdiStaiiTiifiedtrom ths? farsia.in!ng 
fiqhis sporiifiristions ifojT: ihp vargioiis of ihn loan righi. ii ihgra is oniy oiie vafsiqn rsf ii-in Lrjan righi. than ins daior- 
msnaiion is sifepio. Thi^ i-Si?-:air:is^9 rights are iha onos seocifisd so itJiii versiofS oi ii>a i.Ci5:n isghi. or none Raitiasriifsg- 
Pighis: is arst spscitisd. ii ihara are mLiiiipii! versions rjr ina i.isan rigPS: .and fii! riopiss of aif of vaisions are iciinsP 
oiA, than ihe rsrnainiog rigpts is iakso asfhs oifnifr;i.iiri ssi {ioisrasctfoa} of remsioieq righte aaross sii of the varsions 
of iije ioan isghi. Tha server iiian deierniinas if fi-e reqaestad rsgi^t is fr^ iiie set d ren-iaifjir^g fighis, siep tS14. if Ihe 
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!l LsciR !S r'io! si uSBga f.ghl ?«! li-ie digiiai «;oi-k or i! ssi copies have i-so? bsen JcKsned o^si or she teqijestcd i'lgs^t « 
ths m\ fjf ffSsTiamirtg righls. fss ccn«iSicns tor fiijht srs chscked, step 18 ; a. This v^>}! infiSais vsfso^is Jinaocisi 
tf8!"i;i8o5!ons bsswsso she fspos?!ofy snd sts&oclatiSd cfsdit sssvef- Furtbe;: ^tny meisfsng of «sas}s of a disjitai work vssii 
•5 ;;D)Tsfrsenca. if sny Jinarscia! Sransaabn fasSs, the ttsnaanfiors •ef:i!'i:na;es par a!ep ISOS. 

ft shouid b8 nolsci thas the osxi-if in micb thss conmiofi& ars c^ifsckf-c nssJd !>oi lo«ow im of rf«f sf sS^-ps ? 808-1 81 S, 

A! Shis pej;i5t. specstiG siBps sfa fvow perforroed ss'sd as© •apiB»a:i5ted Pars as step IS'JS, The siKiPS specittc 
aiijpa am dsscrsbsd sn grsaiof f3«!a!! baicsw. 

Ths cc>;T;:;T;cn ci&sin« stssisaciior! steps ars now psffe:w«d. Esch ot ins cicsing jrsin&aciicn si&ps srs jjsftorf^es 
?<5 by ihe servsr aStsf a succsssJui compislion of a tfansaclsoii, Rsfe-rsng Pack io FicjufS IS. ;ns copisa it; use vafc« for 
iho •«c|yes;iai3 nohi i;; donrafn©f-!eci f>y She niRTiSser coptas invcjivrsb in tfis tasnsaasori. sEafs 18 • 7. Hexl sf iSws fiijhl 
had s msferjsci usasje tea spscihcstion, )be sstvar ssjbinxcis ine siapssd iifTiS ifOiTi sns Rsmsi^ifi^-iJsa-Tfms sssociarsd 
vsitP !ha right fer evasv paP snvaivsd if! the Jiar-sscttao, aJsp 1818. Finally if EPsra afe fee speat'fca'Sorss iisacKsatad 
wiSn ths ac|?!t, !i!$ aasver iniSiai^s Erid-Chargs tinarseysi Uisr-Siseisoo asRJifiri feiiiiOi? sUsp ; S19. 

An ;!T;poriar(t srsa io cofiSidiSi- is She Ira^smissior: ot ibe dicjfiai woris from iPs sssvsr to ths rsqassfsr Ths trans- 
sYsiaaion pic^isro:: deiscritisd Porain raiera to avsnts ;s;c!jri5np afEai a vasid saaaicn Pas bmn aseaSaP Tba sransiriiaaion 
protocos mysi nsadse the cass of disrLjpiion in shfs commijnfcaiions p^iwesn fpss fjjposiiorias, U is sssiJfTiSd fhai inter- 
fsifjixs sucP a& ii-ssecsing nosss on the co;-niT:jnicsii;on cPanrifj! can be d8?ec.i>3-ci by iPs iriisr^hty cnscisi psfiSy. 
chacksua), aicp ipm ma bus;E ia-o ids issriapor! pforotc! arid ass ria:; diaaassed h deiasi Psraifi 

no asidofij'ing gcssS if! sno tasnsmBsbn prffEocoS is to praciode carasfa iaifojB mixiss. s>.ich sta rrssticioas or aecioentai 
snteffefsr^cs on ths cornmuiiicaticsns cbannsi Suppose, for sxampis, thai Ss ijssr oiiite a catO vviib the prsost ssrvsr al 
i'S a apacPic: titne a-sar iha end oi a ii^;sf -sijcttaf}. Thets sha-j id r ■r>t be a vais^ofebia iiine al v>«Kch 'piJi!}r?« Rje ca-d" caasss 
iPs rsposiioo&s io taiS te corr optiy accDar;; Jof -bo aymbsr o- soipias of tr^s work te;53 havo bsep created Rassstad,, thsr a 
ahoiiid be iio aaio at *Pich a pstpy can brfsak a coanectson as a nissas !o avoid pssyraeni altar i.fssn9 a ciigitai work. 

it a Siari;Bct:Gn is is!tefrapted (ar-d sasia). boU? raposriaisaa sssto-a tds dtgiias livorks and accoai-5ta to ■!•;«!! s>a;o prio-^ 
io ths faiiars. moduio reco-os of the iai-yrs i-sefE. 
-se F)gi.ife i 9 ia a sEare diagram 8howir!<3 sEeps irs tba proceas of irarssiTiiJEirip inforraation dursng a irsrrssaction. SaoP 
bos - opraaenEa a sEsta oi a repotri!i>ry in esihai fha server aseda (above the e<5aiiv;s! dsjtEad iino 1 ) or sa uio rsqassstoi 
moda asiow -be aoKcd iine e 90f Soiid arrows siand forbansEEions baiwsers aiaiea. Dashed a-Tow-ssvsrsdfor raassags 
ao)r!a5(-R'!iaa!sDaa Ejaiwaea iha ieposaories. A dasbad jriOErsage ariow posnPr-Q ta 3.. aaiid transpjon ar iovy ia ifsef praied 
ss jTiBaoiap insiS ths Sraosi-iea faKse pSsca wban -be msssags is rseeivsd. ;.rE!iabstsd f;<sEis:tfon arrows Eska piacs 
anconditionaiiy Oibar iabois on sEars tiansiiion arrows describe corsdiliorss thai trigger Ibe transition, 

RaEerssng now to Fiijufs 19, ths sasvas sa snPtaily in a siaJe -EPOS wPs)a a naw transacEsori :s ifjirsiiEad via aSah 
'Yiassags 1S03. TPis nisssags inciadss -ransaciior! inferniation snsfediag a transact ioa ider^fifEor s-nd a coupe of ths 
biocks of daia to be traastsrsed, T'Ps ragaastea is^sbaJiy in a *ai5 sispa 1fj04 shep cniara a da;a «ais sia'a 1 SOS- 

Tha server eniera 3 ri;5ta irjjnsniii stase tPOS aarf iiaaarnita a P:£;ek rs; date 590? and Enet! afsers a wjsit for 3c- 
-a> S<nowisdgomar?f: siaEe 1 908 . As iiie oafa is r seoived. ihs repuasser sntsns a data fecaivs staEe I90S ar!d whon ths daES 
bfocks are con">pi8t«iy rsceived iiamei-aaa acknowfeggei'r;an-s;a;8 J910andtfaasai!taan AckaowiedgeaianE aisssaQC 
1911 Eo ifiS saivsa 

a ihais are n'cre bfoekstosend, thesorver waiEs unbi fscsstftag an Aeknowfsdgsmeai niassaga from she repaester. 
Wbai! ari Aikr-owiedqer;;sa! a5essage :& fseawaP it sands tPs nax! biocK io the ■aqceaisr and apa:n wails for ackr-sowi- 
■rs sdgeinarjf Tba -^q-joster aits repatJfs the same cyofe oi sfaSes. 

ft Epe pen/s! dsSesis a c&;r..mjnie.aSions Eariyrs before ssnping ipo ias^ E;iOi;k, n eaiars a eaacsiiabon siais E9tg 
Vshoiisia She fransaciion ia canoeiisd- Simiiariy rf rhs regaesier dstecrs a co;rsa?arsicafioas faiii.irc Patorc fscaiirtap the 
ias! bior;t? it anfars a aancaiiafion sfaie i9t3 

Ji ihafij are no s-iora biocks -a s«f sd; tE;a server aoiivniis !o tf is f ransaciion afjd watis for ibe bnai Aasifjowiadgeateni 
insEata t 9l4 ifteana is a comai-jnisaEions faEiuf e asSor s the aarvof ;ar;e:ivoa Eba finai AakO'Swiadpeaisni rnaasaga. if, 
atJEEcotrirDfis fo ibeiranssoEiOi'! bu! inoladesa rsport about IPs svsi-t to iEs ersdi! serirsr in apsts tg.S. This repcd ssrvsa 
ivK! puipose*. it wiii hasp icgiiiaiise any eiaiats by a csai of nso/ing basn PiSiad tci rade:V!ng di^itai lAjorKS thai were -loi 
cofnpiaSsSy rscetvad. AEso i- Peips so :d8ntrfy i^ipositades and iKSTTifnur-iKitiaas iinaa teas Pave siispjosoiB paftefns c! 
yse ar>d iaierrypEion. Ths sarver ibsri epEera iEs corrspioiion staie t916. 
•So Oi? iba i uqijesiar s;do, wbas? iba; e a; e rsc rno; a Piocks to f ecaive, StiS ras^uaaier aonmiiis !0 the transaciion «a aista 

!917. 5f iPe req-resicr detaoEs a eornmanioettane iJM-ijra ai fbis sE;5tc. it fejscris fbc faiirire •» iis credit soivar la stare 
l&iS, Pctstiii cop>i"nEEs ioths iransactsop. Whan ti pss cop'iE'niPso. it s-pnds an acknovffsdgs-nsni message to the sprvsr 
Tba server ihan eriiara iis eompiation aiale t9i&. 
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TfTS pisv propsity is shs! bosh ihs ssfvsf a:';d ths! nsqussisr canes! a transaction « i? is ifssfjupisci Dsiocs aiS oJ ihs 
d;sU- b;ocks sm dsSiversd, and coftutiiSs !o iS iJ at! o! the (Safe blocks havo issafi daifversd. 

Thsra s s ooss!J)::::iv ihst the ssfvef wiS- navs seot aii a? ihs ciasa bscivS {and cciT^friiSfed} the rsqsjssier A'sSi no! 
tiavs rscsiysd as of Shssr; and wSt cancsi ths tfan&affiion, in tf-is ostss, boift repo&iioriss vviSi pitisyniadSy dsiset a coffv 
•5 f'5«f;ic3!ions iaiiuits ar^d sepo-t tt So Ebssr cffsdis servs): Thss casis wiss probaijiy bs; SKfe S!r!;:« it depends ws yasy poc:s« 
t!:Tiio9d 'hs ccmmunsoajai'^s fejSura, Tiia onSy coris-jqusnce wiiibetbattbs ysera! 'rifS ffsciijfjste; repossSoiV ftisv v^fSin? 
tG fsoLiesi a fijtiifid ircn^ she ersdii a8!VK;;s and the ease iof thai seft;!5d wij; be docureenied by iepeds bj; bosh 
faposs'Ofics 

To pfsvsmt ioss oi cim&. she m-vsf sho^iid no! deSsss my tfasisSsrfsd dsgsiai work usiiii receiving ;he tm&i acknoivi- 
?y adgsfneai hom !d-i feoLsestsf Byt aiso ;;dojk; iioi usa ;ha liie A vrsii kno^Ts way io daai with this s-;!t;st:c;n is cakad 
■'two-phase cornrn;;" or 2PC. 

Two-phase cosTifTiiS ificrks as foStesVs, Ttie tifsi pbasa works tiis ssfTie as )f;o snsSiioo dsscfisad abovs. Tea ssfvsr 
sends ail a? she data so she seqaestai; Both raposfSones snatk the transaaios't 'and apprcpaa-e sisas; as «rii;e!TSf?^t!ted. 
The server ses'^ds a ready-io-corrsfriii jrisssage io me frjqarjetor, Tne rsqaesSaf serids b^iOSf an ar;know-8dgsrr;eoi, Tna 
rs sasve: insri cerrirairs arid ssrjds ths rsquestpr a commit rnpsia<5&. Whao sho raqjester •aceives* iho cc-mmi) msissaga, 

it C»i?";rallS ttsa tsie; 

it •i'iSfe fs a Liorfifrsi.sri'Cistiof! !aii!,!:;e oroiher cratin. the ra^asssef checs sack wiih the satver ;o aeSafrrsine iha 
stains Oi she is-ansaosicn "The servsr has tiie iae; word oo Ihis, The s'eqaesier may hatfo racgiveo aii ot ■n® cisia. foiii 
St did not pei She sinsi a;essa;|i!, it has nos coreinSied Tha server car? ga ahead and deteta fik;s iexcepi io( iransiiciiori 
fecordsi ones it ccmrniis. sfocs ths tiias ars known So n-wo caon fuiiy iranss-nitied betore startiafg: itie 2PC oycis, 

TbsiS sre vartaiions known tn ths aa vvhscb can ba used so ash lavs tf ta sams aSfent Fof axsrapis. tha server couid 
uaa ar; addiisorsa! iaval of es'icsypison when siarisn'srfiiag a work S£j a ckant Oniy alia! the ciiar;- ssf?ds a a-essagra ac- 
i;no«/isdQiag jacetpt dr>as a sersd ihe key Tha ciient jnen agtsas to pt-y tof ihe dfgsta! wo(K. T>!e pesnt of this variaiieri 
;s that it provides a cica; audii traii ;fiai ins cisant recsivad ii-is wosfc i-ar ifi.ssicd syiian-ie, however, this variation add& 
a iavei at ersoiyptlon ior fio reist gtJtn ;n aceoant:an)ii;y 

The transaction Sof apscific usage sights ars now dlac«ssad. 

th# C©py Ts-ansaetjon 

-se 

A Copy itanscjciion is a n^qt;^3st -o rnaice one or more indepersdens eopkjs oi the mrk wsth she sanse or kjsssi 
tisaoa rigfiis. Copydi'fers from the strtrstctlori right disaussad latar In ihat It stissrs io ssiiifs digltat works or snisfa lotdars 
£;ontak5sng dsattal works. A copy opes-ation aanao; be usad to iorsKiv^ a piBtsan oi a dfgltBi wask. 

;ifl « Tns foqcastaf sands ihs sssvaf a messaga to initiate tha Cofiy 'iransactlon. T his aiassaga Indicatss ths tworK to 
be copied- tf;e version ct iha copy rigj^t to Pe asad !o! 'he ssarssactiarr sha desiffiatsor; addsess jaformniton {iocaisors 
in a tcSdsr > tor piacsng tha work, tha isis data for Jhs work ;inoii.sd!a<g sts Sii!e; . and ii>o nember of copies r sqasstsd. 
" Tm repaaltonas pesJofin ifje cai«-f;on aperkno issasactior; staps. 

* Tha satver tajnsmiis ttje s^itinaaSed ecnienia arsd data io iba ciian; aeeordsng !o !ba transasBsior^ pfoSoco!, si a 
•a> f^sjd-Sel-Oi-RsCjhis has bosn provsosd so ihs yss-sson ot ins fi'jbi, those f-ghts as'o jrar?srnitiso as the rsgbie tor ths 

work. Oihsrwtse. the ritjhis oi the ofsginss are tiVinsinriied. in any aveni, iha Copy-Count Siald iar ihe copy oi ths 
dlgsiai woi-k bssng scni nqb; ss sat So ths nijsTiber-of-copses raquasied. 

• Tha isgi.sssiei raoorOs the work conienis, aaia. arsd ueags nghia and stores ths work it racosds ihs daie arsd tsma 
iha; Stsa copy was ninaie in she piopedies oi iha digrtai iaos'k. 

* Tha rapossSorfes prsriorrri !he coiTinion ciosing Srtinsaciioa steps. 

Tivsi Tj-anaiet Ttansas;t(»f! 

A Ti'afBiaf tfsnsai,>!!or:! ss a s'e-psjest io rnove copies oi iha vs'C'fk wstb Si-ics sastia or isssai asaga rigttts to ai^oiher 
vi5 s'eixssitorv: in coninissi vsiSh a copy S.ra:ns,i;!Cik3>. ihss tssaiis iri reinoving tt)e work copses iiom Sj-se servei: 

• Tha iaqcaaisr aeiida Iha sssvar a tnassfti^^a s» is")i|if3:t8 iha Ts-anstsi I'sssriaacSson. Ihis snsssage ss-sdlaaiaa the work 
to be !rai5Ste!red, the version ai iha tfansfer riijhi !o ba used so iha iiansaijtion, ihs desisf iiJtson addiass irdoraiMsori 
ior piacing ihs isfssk. ihs iiSa aaia tor me w^srk. aao ina rss-nBi-iar ot copiss iavokrsd. 

" Tha iapossSofics p;js10irn Iha eorfinias: opsiimg l!'a:i5saction steps, 

« The server rransmiis the reqissslea coriisnis isj^sd daia io the requssler ;5caording to lbs isfinssTiisslon proiccoi, ii 
a :Next-Sst-Of-Rigsita has desn provided: ihoss rights as-s transsTtittsd .as^ ths rs^sitis for tha wos-k. Oiharwisa. ihs 
riqhis oi site original aio tiSfiSirsriied. Sit assster cfissa. the Copy-Cosan keid idr she Siwtsn-Ktiad fighia isrs sai Io sha 
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• Ths isq'jssisr fscofds ^n<^ wosl^ corSsnts tfetss. snd ussi^o ts^his anci s5»f?>s ffis work 

• Tht? ssrvfjf dscfiS^srtis i-s copy coisni by !hs n!.im»sf oS copies snvoiysd m !hs )r?:!"saGiior; 
« Tf-iS rsposisonss pertorm ifte cofiimo): dosing isBnsacSion steps, 

« si fhs; •iiif!5bs! of copsa;; rsaiaining srs -he S'jwer (s now ism. « issasas ihe dsaitBil wos'K it'Ofn its f'^ernosy 
Th« Lo&n TranasctscsR 

A icm transisciion is a mschanisfT; tof los;r!ing copies of s digstai work, Ths n-Hsximum duraSion of tno sap is cie- 
tsfmtnsd by an ifilsfpa! pafamsjisf d ths digifef work. Works are autopisdicaily tstLifned aftsf a pfsaetsrmined t;ms 

' Tf;>3 reqyesJsf sends thij sssvef a message So infiiaie ihs Tfsa'safar Triii^saciicn This f!iessci!;«> indicasijsthij vvoA 
!o be iojirifsd. ti-sfs ysrsiofj oi the iojin dgS-sS !o -jfs ussd in ihs transaction, Sii& desi (nation aiJcsrsss iiitofsrij-iion ior 
piscsng ti-;e work, ii-;e pumbsr copies invofvas. Jhs fise ciaia tor tfio i^vofk, ana ihp psfiod oJ the iosti, 

« The s«ivef oiistks ;ii& vaiidity g! ijia seqaesSad toasi pssiod, and ends w;;!;! sit; srrar if ;5-;g perioij is no! V5iii<i, loasis 
for f.i JosfHKi tt3;>Y ctjnno: $i<l-sixi bisy;»!ci !f>e poriorj of shs- origina! iotsn tc ths sewsf 

• Ti\.s :"§pos!tons!S pofforiT! iho corTwcn oeaniiig Ji-aft^aosioi^ sisps. 

« Ti':;! server Uarjsjsj-iitstJ'is rsiqoaaed conttiOis ai'iii daSa ifje requss?er if a !^ex;-Saf-0:-R;g{:!s has; been prrjvidsd. 

ihoss rignss tfsnsfnsftsd s-s ihsj ■Kjnss tor ihs vvof!?. Oihsrwsa, tfis r-gfi^s of tho o-i^ipa! ctra ift-nsmii-aci, as 

raotsifiad to rstiaci ifie kan psriod. 
» Tf-s rsquesfe! rs;£Kjrds itse Pigisai worii coriSenss. data, uaagsj rtgdis, ai5c! icsan period afsP storss tho work, 
» Tho somsr updsti-sa tho ustsgs rigi-iio jjtforrTiation io tfto OiCjiJai work So rSi;of;t tfio nuifsbor of copios iotsnsd otii, 
» Ti^s rspositoriss ppi-forra tde coramcn ctosirig transaotion stsps, 

« Ti'ia sofver updases itw uatjoa sipi'iis daia lor iho dfpiiai wo; This rnay pt ooiucie uso sjf tJ-io vvorK onSii it is; soiiJmoP 
ti-o-Ti ifia losifi. Tha Lisar or; ifis jsqyosSSf piaJicrm can now ijso -no -ranstoffsd oopioa O; the <tigfiai woi-fv, A iissr 
accessirig ■■•■10 ofipmai rgp'Jt-;k".>iy capnoi ys;?? iiia dtcji'si A'Oik t;pie5,i.- •iisite ars oopisa igmsitriiag Wti».L appppn;; 
naxi Pspends or; 'i-iS order ot events if; tK'f;e, 

Casa 1, tf ti"!S ttms of the ioan papod is not yat axiiasisled srjd tPs rsquestsr aaPds ths repossoiV a Reisjm 
spaststjgs. 

» Jiy-i mimi rijessage s'scisiPer; iha •aquostsr tdeaiificatsors. ;5nd Si'so traosatiion sD. 

* "nsssive; oacrsmariisiiwcopips-sa^isatfe-dtwidaoiirrsborofcqjissi^ «fora -otiimed afthenkSfofost 

0> di'i^riE:; works- -einrrj-sa is Qrosaa; ifir:r' tt":;.' ni-imbs: actuaiiy bOfrowad liliS is ti-aatSid as OSiOr} i'fiis 

step 'Tsay now sjiaka the '*oris avaiiabio a* the saiver tor oEhar users. 

* Tho raqposSer dsapiivavss i'.s oopisa arid rst^oi^ss tiia oorjtpfUs tfofri i;s aiefnory 

Cassj_2, it the t;rf;e of ihc ic-irj peood ss exiiaijsteri arid tho roqiresier pas fjoi y.^t s;;i5t a Rotrisn taessapos 

* The server decrsmsats the eopses-iii-ijso fisid tyy ifie aiJSTiber dsgkai wsrka thai were toPovs?ea, 

» The teqtiests;! autor;5a!::ca{!y Pea;;t!vates Ss eopto;; of ft-to dsgita! vifoit;, ii tstrntrsatas aii ctii rent sjses and 
erases the o':g:ia; wori< copras ffora aiaaiofv One quasiioa !S *hv a ^equesfar wo^iid aver faaira a work 
oarstoi than the per;ad ot she toan. since ii wouid de retufiied ausoiriaiscaiiy ai?yw;iy; Or-e roasof! tot eady 
roiiirr; is ihai theso rr;oy do a rri'Ssrctd tso whicn diSsrmirios tna oosi oi ti-so ioan Rotpfniag saity m&y 
faOi,icati~;ar tea 

The piay Trsyssacssoa 

A pjisy !:ar-;^3Ctfcfi ia a reqijast io lsso ^t'so conienis; itt a work. Typfcaiiy, -o "piay" a worx is so sofidtha dsgilai vsretis. 
throui^h soRis kihd rst ■fartsduc.gi:. .such as a spaakef or a dispiay dsyics, The rsqposf impiies ihe iptsnttori tttat tho 
canSsiits wiii ije corniriijnissftad Pigfiaiiy io iftrsy oii^st systssa. For sxarnpiaji'iey wiif rso! ba satit to a priraer reoordad 
on isny digriai msdiuiTi, rfiS;3ji>ed afior ins inso-wsation of aars; anoihef repository 

This tgra^i ■'pisy' is fiaturai tor SKsrapios Sika pisyirrg rrsasic, playing a p^ovia, or piaytag a vidso gprpa. The .ga«Si-sl 
lorta of piay faeai?s that a "piayer" is sjsed So sbo ifre digitiii wo;k i-fowevsH, tho Ssfra piay ccsaars aii iriodia and itii^ds 
of rooordings. Tbps ens vsowid "piay" a diciiiai wori^. merining. to render ir tof rrradion, or piay a coiTipptof pnigaarri, 
msfSPihg to sxscpte it For a ckgiiai tioKst ths piayar wopip ho a dipitei ticker agsr;?. 
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* TfTS mqussisi ssnds Jhs sgi-vsf a msssags io initisls the piay tfsj^sacli&n. Ti-sss massage ii>ci:c«iss sne work to bs 
pl3y$ci. She VBs'Siso-^ C'f shs ptey right to ba used Ihs tof^siSiSSsori. ihe sdenisty «' she piisys; bmo umd &m she fite 
date fCif the wofK. 

« Tf-is Sisfysf checks fhe vaSdiiy shs playsf idsifllsficaiion soa SJis compatsbiisty ol the pSiSj-sr tdsnitfscalbn vvsth tns 
•5 pl;jye( specilk^atra; in tie fighi. ;! etJds wjih ars erfor tsase ais oaE sisisstaciovj? 

« If ■« sefvsr and Jsq'jsaJar resd aod vvrSo Sha blacks of •■iids ss raquasied by She pJssyijr saaordifjo to Efvs iranssrsission 

protoeo; The raqijesUsr pteys tSie wor kcorsisniS; assng Us<5 pjayur 
» WJisn !hs! piayer is lioishsd. xhs pisysf an<: raquestsr fSfTicve tos cont&tiis tfOiVi ■ngis' friemofy 
?i5 » TPS fsposisonas psstoaT; She common ciosing SsctnsactsO!') steps, 

A Pr-ifis tf;sns<:C'iOri is » f<K|ues; otstam Ihe no^iiejiSs <?! a wotk tor Shs purpose oi fsnciSJitng th8-?i on a "printo!;" 

We :.IS6 !pS! to-ffVi ■■prSfSsr to ;!-fCSi:d6 ;pS! ComfTiCn tfiSS & wrSiiip wilb ink On pS:pi5f HOv'^J-SVOf. [p.? k6>' iiSpeC; ol "pfi^'ing" 

sn cur ose ol toe toai": :a JPsE Ji srakes a copy of ihe dsg:tal work is? a oiacis outado d sha p-^iioc!ioa ot assge ntsP-s. As 
wiin aSi fiphSe. thse may rsscj-jsre particyiar aii'hosffiixSscn caPsticaiss 

Once a digito' work ss printod. tos pubiisncr scd yssf am bourid toy \^fhstcyar cop^^rigPt laws !:sa tc eS-sct, Hc'ssvc!'. 
pf kiting iYioves -bs caaUsnSa euiskte ihe issnimi ol ajpoakoaes. For exampJe, abseni any oiPBr enfofcemaa; raracha- 
fiisms, ones a difjitai work is pfintsd an papcj. ?. can ba napssd on orciiaajy pnotonopyiafj machines twi'hou! tntsn;ari;bn 
by a repository to ooiisci usage fees, I! the pfintsf to a dsgkst; dm m pemiiited, toen tPat diqSsi copy iS oussfdc oS !he 
cofisro; d ijsags fighSa. Bo«'i -ha oraatof aaO tPs asisr kiiow ibiS. afehoijgts !he crestos doas not aecsaaariiy give isosi. 
conscf!! io 'SutJ-i eopyioq. whinh njay vfo-afe cop^/aghi iat^vs, 

ss 8 Tiia asqaesSsf sends tije aesva; a snaaaags 50 inkksta a Pntn tfansacisoa. Tfjkj message sncaeaiaa ;ha «K;ri< -o Pa 
piayao. Ihe iPaniiiy oi She prin'ar ijeing a&ed; tiia fsie daia tor tiis asid toa ciimPsrcf copiss in ihe rsqiJSsL 
The eorvor c?;3cks ihe v-alidky of lbs pr;ai3!- kisniificaiiOr; iSnd tba oorapat&ifiiy ol tfic ptiotas identilicasion v',';iP !i-;a 
priete!' spaekicatwa in itje fight, k anPs wfitj aa arfor k these a;a not aabstoaiory 

♦ Tha ■apsaitofisa psrtorm Jhs nomrrioe opening irtsasacSion siaps 

-Si> • Tba servsf imasmito Pkxks ot data acaofding to tPo tisnsmissiosi protocol 

» Tba aseaestof prksSs ihe work coalaais, aaifig ifse prsnie;; 

» Wbaa toe panter is isniapod, iba priaser and tna ropyeaiar fcmove ihe contonts fajm rheif memosy, 

♦ Tna •aposilofies parfora- ihe ceraaioe cioatap tajnaaekon esepa. 

A 8«!c!-;!.ip ifaasaciion is a fcqycsi to make a baoityp oapy of a diciia! woii^. as a paotsciicn apamsi media iaiii-a. 
to ihe cofuexi ol mposiioflos. eecuro Packisp copias disfar ircfn osiiaf copias in totea ways, (1 ; ti-iay am mada asider 
sna conitoi cl a S;30kap itanaeslioa ra-naf ti-;an a Copy isaaeaclioa. iSi -hay iJa noi coant as fsgaiar a>pjae. and (3} 
•so tboy ars aci asafoie as rsijaia!: copias Saasraiiy baokap oop-es ara anorypiac!. 

Akboi^gh fesckap copias aiay Pa tfanaierrad or copied, dapending on iPesr asssgasd fiohie. toe oaly way io make 
Sbaff} uae'ni for pkiying. prieiing or emPadding is io resjoaj tfiam. 

Tna oiiioui oi s Backup opsraifon is boih an sncrypted dasa fifo ihsi coniains if>e contents and dascnpiion ot a 
wcfk, and a •aaioraiian fiie i^ith a-i ancrypuon kay tor fostofkig Sfie eiicrypled coriSania. in aiariy oases, the encfypied 
diSa Ilia wonia nave rfgPis for "pfinting" st fa <j ciieK oatskto of iPe pi^tonfioa sysiem; raiytap jasS ;>a i;s aecivpuon -or 
sscrifity. Seen iiies caaid be stoajd snyirVhara thai was pb^'sicaiiy safa and convenian!. Tna assSotaitcn woaid bs 
held iii ti'io raposSoiy; Ti;ielka is iiacassasy iofsOa rastosaEjon otaPuckap copy iia'saj? have agiita fortfaaaferbeiwaen 
i-aposslafisa 

vi5 « Tha fsqaasrar safjds sna sawer a messacia to inSsaia a bae-t-jp aansisction. Th:a messape iadwaies iPa sa»rk io 
ba backaa i-sp. toa vsrsion oi tna backup fiphi io ba asao sn toa tranaaatsori. IPs dssiinaiioa addrsss iirformaiioa 
ior piacincj sha Packup copy, the bia data iof Iba «ork, 
» Tfia ajposisonaa padofra tija coranioa cjfsaaifKj ta^aaacboa smps. 

» Tne saivcr !.-an?;T;:;s ibs raqassied canisnts and da'a to ibe raqjasiei, f' a i^csi- ijoi-Ot-f^ipbis has bean pr^visad. 
ss iposa npfils ai* tfaasaiistad aa ti'iS P^bia loi itjc w:5rk. Oif-or^^ffae. a sai ol delaait ripfita for backPp bias of iba 

oripjnai tiro •ransmgiad by she sarvar 

* TPS ragaasier i-afasrdis lbs wariv coniaoto. dsda. aiid aaa^e ri^his, it iPsn creatas a ons-liins key and sncrypts tns 
coritanfsttia. it aaves ipe key inSoin-aSiori jo a raatorasioa fiie. 
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* TfTs fspoaisortss psriorni !hs commofi c'osing sfansaction steps. 

In 50!T!e cases, S js convsnisnt is bs sb!s \q arshive Shs Ssfgs, sncryp^ec contsois tiSe la Si5C,.if«; cSffine s!ora9s, 
such S(S a sT55sgnsi!o-opl!c;s: sscj-age sysism os maonstte tepe, Inss crsstJiOfi a non-repcj&iSOfV afchivs fHs ss as secufs 
•5 as Xrm at-aypthn piocess. Sucf; nofi-mpoaficsy c:i<;hive sfefaga is cof'Sidassd a sosrri of "prH-siina" snd b cofiiroitod by 
a fiijstt fsgi'iE W'lri ;5 spfjcsisd '^cirshivs-iprintsf.' A:-; ji'ijhivs-pfinisr deyfcfs is prsiSfarfimed 'O ss;vs the fsncrypted aonSisnis 
f::s 'bus nc! ihs dS!St!S|j!!on ■';:&) oiiivm m isijch a v»Esv shat is ears bs setasvad. 

A RsBSofe irafiSNSCtion ;s a fs^qysst io coiwar! an i5ncf¥E>ted bacfiup <;opy a ■ SigSa! ■wofs irsSo s usabi© copy A 
fesiof s opsraiion is iritenoed to b<s ^issd to ccmpsfisaiiS to? (jaSasimpnK mscisf: isiSsjf Si :L(ks a's usags r ignis f sstotJ^ion 
rigbts can (ridiJiia fe«s and access iaaSs inciudii^g atS'sori^aijon cnacka. 

» The re'qus&S'Sf ssncij ihs ssfvsr a lAsssvHgs iaiiisvs a Rssiore i ran sat i son This fiisssage ifr<aic«!!fi>s liis ^,vofk lo 
ba sesSoreci, tho vefsson the m&om r:ghi fcs ti'sa Sranssjciio)-!, Sfie dasts-iaitori 8iJds8&& !nfoff!5aiso;5 foi ptacjng itja 
WO'K ar5« ih$ fi!8 dsiia !o;"9!?5 

• Thss sstvs; vsrStes thai iris contents tiis is sivsiiabis (i.s. a digiiai work ;;o!-!Sspar!difi<j io liis rsques! h.m beso 
backsd-up.! it sS is noi, st cs-scfa iS5a i-ansactsGfj vssfi't an aiTo;: 

Sv * Tns rspossiofiss psrtorrn ji-jo cornrriOf: opening )«:nsac!ion sSsps 

* The sstvsf fstfisvsis ihs i<«sv ffom thts resjofasiot fife, it iiecfyst& Jhs work contcnis. dsia, and tisa^a dCfhSc. 

» TPs SC'VS! tfanscijim tpsj fsqiissicd coi'sianSs arsd da;a io the roQucste!' acco;<iirtq to fl"ic iraiiss'fiission psiCitecoi, ii 
a i^^sxhSiJ! Oi-rSi^jhis s-sas ijcisn p;pyidf5«. !!>05;;s rsgnts a;s ■Kifssirsiitsd as ii-;© ngnis ior SPfS work 0;haf\*:j3(5. a s<5t 
oi defayi! rights tof backup rilss o? the opginai ars transfTiitisd sy iiis servst. 
ss « Tha rsq!.ias!<s( siotes SPa digifai work 

* Tns rppssiiofiss pertorn;; liio corTitjioa ciosiag iransaciion sisps. 

Tf!« D»i«ta Tf.aossctfe« 

-Si> A Dciate ifa:isactioc dsictas a cisgiEai work of s iUii-nfoaf ai copiss <5! a digitai wo;lv ffom s i-eposiiofjf Pfacticsiiy ail 
digitai WPBS v^jpisirf hava daiaia righis, 

♦ Tna iaquasior sassds iPa soivat a risassaga to i!5!isai8 a daseta iraosaciion. Tnis r(;assagB indicates 'ha work io ba 
dPiSiaci , iiis varsicn oi ihe <ia;8)P ri^ihS ior stis iraiisaction 

X y?!^ rsp<;8i!0fi6s psrtarm iha eo;T;!-aca opaniRg iransactioc stsps. 
Tna servsr daiaias the Isia, erasis-sg ii kom the t::a syslari). 

• The :"sposiiO!iss psi-iorir; ihs s&iTiiTicn oiosii'S'j Uansaction stags. 

Th© OSfacSofy Transsction 

A Dlfscloty iranssiciioa is a saqyaa; lor inlGfrrialioa about foiaars, digsia! works, and thsir pahs. This amoynts k> 
ioughiy 'i^a aajTse idaa as prGiacSion codas in a CGOvariJionai iiie aya-ai-f- tiita TENEK, excap! iiiat IS is gsjnasaiizad to 
Shs tu!! pcavsi- ot thP accpss spacsi^icaiions oi the asaga nghia isnguagp. 

Tha DfractBsy ■sa:hsact:or; baa Si-ip iaspohant scia ai paasiag aiorsg dasc-ipiions ol ths rigi-rSa and iaes aasftoiaicd 
5s;;sh a digiiai as;!*. Whan s t-sar waais io axarossetj ngh;, ii'sa srsjar ioiahacp oi iiis rpposiixify irapifOiiSy maksa a diracsary 
i-&q«es; to dpssrminp iha vsrsicns oi ths right thai as's svaiiabis. Typicaily ars pfsssntad to ths isssr - sucfi as 
With difisrant choicas o! Psiiing for sxafsising a figbt, Tfrus, i^isiny ciifactosy iransJsaEfcns asa iavisibis !a lbs user and 
ara sxsfcisad as part oi tins aorraai pfoaass ot axafcipiog riii righrs, 

55 « Tha rsqtiasi;af ssfjds Sha saswr a asassaga to initasSa a Direcioiy Srariisaciicn , Ti-sss n-!sssags indicasas She iiia or 
ieidpf ii-^a; is tbs rocs oi tha difscto-ry raquasi siid tsis va'sioa of tha dirscsory fisht usssi tor tha tpifissa; ioa . 

• Ths sarvsf varifias thaHha iniorsaasiPn is- aaaassifeia io ths raqussiar ia parsippiac il doas siaE '^iorrs lbs aaa^as 
ot any fites SbaS hssva a S-iiDE-^i AivSE siaiijs in iSiair diraciory spaciiiaaiioris. and it daas f ■!)t f -JtCin ifsa parts c! atjy 
toJdPfS or fiiss ib,as i-ssva Hi05-iPARTS in ii-iSit specislcaiicn. ii tba inforfnatioa is aot accassipie: sha sasvar erscis 

sa iija ifahsaaiiori lyiih aa asror. 

« Tha raposiSorias pPriorra iSia coaaxioa opariiaq ifarssaciion sieps. 

* ThP ssirvpr sshds !hs rsqussiad ciaia tcTi-;,e raqpasSsr aacordihg to ■bs trartsfpissioh prrjiocoi, 
» Tha •aqaaaisr iaocsds ii)a data. 
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* Ths fspoaitoriss psriorrii !hs comrriofi cSosincs ^fansactiofi steps. 

•5 A Foidij; isfis'isacf iof ■ ss a !oq[i<saS so tSisaSi; o; rjjnatrse a toidi;!; or io jrscjve a work bsSws;®;! foidEBS IjgaShef wtfh 

tfOiTi anoshsf rsposfEoiv: 

?<5 is ihe ■>:«! ol ifts lokisr seqaest, sSis vsrsion o! ths foidsf fj^h; tof ihs Ssssnsactson an opsraJion. and da>a- Tne 
qsefssSiori i;;^;-! iseofjeoi cmti<i. isna-nsi. and ■novs Th&rfaia afi5 the spKclficistions f;iqu;rad Sorths oparaik»>, 
such ss s spscifiKStiori ff! a foidsf or di9ii;!sS work an<5 a nsms, 

* The s<5«?5r psdoffps ins fisqsjisstsd opsraiscsr! ■■ cf<saiif!9 a iokicf. rena^Tifn^ a of jTsoyin^i 3 work s<jiv¥8;5n 
« foteisfs 

« The fsposisDHSfi psdofiii JPe coiiis'f tSoising siaritsaction stsps. 

Ths Exiract Transactiofs 

A 3>!tract •tciosaahor! is a re^iies- $0 copy s pah oi a digiisi work and so c;i5S:!f5 a n>sw work cofi'Ssimg iS. Ths 
sxtractioh opssatfon Sifrsrs irofo copying sn !hs<i can be ussid to sspsfats a pan cs' s dsgitaS work fforri d-Plocfe or 
shs3!!s ihaS place ac3ds!iona! ;eah!ct;of;:s of faas <;o rE Ths sximtdon opasKStss^ diasra •■x^f'^ Ehs adii operai*?; sn sha; n 
d»ss r!oS c?)fi!fip<5 SfSij co!vSsf!?s o? a woik, oniy (fe isirsba<id;ng m P -bsocNs ExinKhor! cf -saSss a oaw csigiia; work 

as « Th3 «!qt;«sta! safJds iJ5a jHsrvar a trssBage to i-riiKSis an Exira;;! ifarissaciion. Thfe rnassags ir-dssaSo;; the pars oi 
ihs work !o rfs isxjfsscted. ihe versicti at -ns «5xis-sct righ) So de ussvi sh ihe is-ansaci-cn. jhe desiinsi-on acidress 
ihformaston for placing jrss psr! as a nsw work, ih« rite dats; for she work, and ;hsi number of copies irtvoivad. 
" Th3 rapcisiScvias paffofin ids cormu^n qsersina isHs-saaclior! si&m. 

* Ths sisryar Srsfismits ;ri<5 rssqLiijsleP coritsins Stod datsi So roqy<sstor accDrdirsg -o ids ifarssfriissioa protocol, if 
s>? a Nexi-Ssi-ot-R:;,riiis has seer; providsd. ihoss rights «rs ir^risn-^.ideo ds ids nghis Sor she ne^v work Oihsrvvise. 

!ha nphiso; uicofspinaS ariSirahsrfjh'Od. The Copy -Co-ini Sfsid iorths fsphi is s«i to nurpbar-of-aopius rapaarss&d. 
» The rogussier racords the ootsionss, Oaia, aoo usage rights S;hO stores ihe work- st rseords tdo gais sshd tsrae thai 

riis^sr wofk vsaa srada :n ihe pi'operUas o! iiia work. 
» The rssposiiorsss pertorrr! ids cofjimon cSosiOij Sfarisisction stsps. 

An an5bad iranaaciion is fir tequsst sc s-fiaka a digiiaS ««sk bficorna a pah of anoihas dsgiiai VK«k os to add a sheii 
d-bicck to ssiafjto it^a a;5<3frs;| oi :eaa E>y a distriisoto; oi !bo work, 

^0 

« The rsguesiaf sands the sasver s rasssa^e io snrEsaie an Ersihed ifahsaciioh. This sTiOssage indiasisa 'ha v^ork to 
i:;3 asnboddad, tPa vsrafon o? tha an^bad right io he tiseti in ifve imrsaactior;, the destrrsassoi-i add'oaa isito-nsaitors 
for piacing ti^:s part as a a work, ths fiio data for ihe work, and she nurtiber oi copies swo;\fsd. 

« Tfie sasvaf chacf;s the conit'oi spacilicaiiorrs iof aii oi tiia rigfiis srs !ha pafi arsd ti!e des^:na;iors. ii tdey a; a IneoiTr 
pahbia. She sufver onos; Sbs •rarisapiion wfEh .en ortor 

» Ths rgpoeiiorias porforrji ids comrricn oesnisig iraosaciion siops. 

» TfviJ aO'Vat transrniis the regsaslad corsieai;; snd dais io the raguaster aoaoidsrig to iha is-aiissTiissies"! psGiocof. it 
a f^!«>{i-SsS.-Oi-Rig^}!s has irjsan provtdsd, thosa righis afs irarssf!?j!ted as !he rt«d!s for iRo nsw work Oihpnjsiso, 
ids vigdisot the ersginsi sm i- ahsirvtiad Tde Cogy-Coaat jieid tot -hiS ngt« is §et io the nurnber-oi-oopies • aqyoaied 
vi5 s Thi; repaasSat rsKSfO;; ihe con;snis, daia. arse! sisaga rfgdfs and amberfs ids w'orii sn iEia dsstiftaliaa iiia 

* Trrs raposisoriss pssiorp^ Jhs cop-iiDon ciosing !rans;sctioa stsps. 

Th« Edst Transaotion 

An Eds! i-arisdction sa a isqiast So niaks a nas ditjiiai wofk bj? copying, aaieoiiiag and ;jiocli?y!.i5g pofSioj-ss o' ah 
axiSiina digiiai work This opPfsKiors caa acioajiy change thss coaiOpis s:rf a dtgiiai Virsfii. The kinds oi bbsisgas thai afs 
psrsTiittsd dspspd op ids propess ©sing pssd. Lika the sxti^fflibn opefsSioh. edit opsraiss or? podiohs of adigitfsi work, 
b^ cohiPssi wiib the exiraci oparaiion, adit does iwi a"eo! ide ngSits 0( iocsiioa o? the work. It ohty cd.snges iha conianta. 



24 



EP07ISMTA1 



ciiff eniSy ersl'jrfeci 8tyibod:!T;8nt ar: sds; ! fan sac; son cnssiges the sjofK siSfj^ ana does fso! jTsako a oovs? work i-icwovet 
!t woiM bs a r!5s&0!>?:b!<s vs;;ation to causs a n<}w copy of !hs wors !o be made, 

•5 « Tt-ts -sqiissisr sonda ihe servar rrsssssisge So inj;t:;ita ;jrs Edh Sransac-son, ThiSi 'iieaijags snciKSiBS ihs wo-k to bs 
fKiUed. vsfSfon ihs s<!(t n^h- So Sss usee; sr^ the tfanssiciior^. ihe fife dala b:' ins i^ark ;i!-!t!).i;!ij>g sis ths 
process-iD iQi tho pfocsas. and tiis nt-niba-" d coaiois iswowed. 

* The s^^!■vo!■ checks cojrspjstibiifSy o? ifira protess-iD So fee used by sha isq-j^sior agairiS; fitoy pfix«a?;-!D spocs- 
ficatioi-! iiiiS fighS. St jbsy are :!-!compafeb!s. ii sncis ihs !f5:!"sact;on ^fMi an Brtor. 

?i5 X Tfvs ffjposisonss pssSoff)-; tfts ;;ofi-:rf ion apSfiioo UstriaacSiOf; stsps. 

■> Th« ■<jq!)©stor ushss Xi-a pscxaas io abai'sgra ths cctniti^-aa o? ih© digiiaS work as iJc&ited. ifo; Bxarnpio. k nan ssi&cl 
and <ii:p::>caie paris oS iS: combine il WiSb oiiisf sniowiaisofi: or oompiiis fLsnoiions fessod Ofi she intorrriaSKSf;, Tnss 
oars aniotiottoedjiingtsxi, f'S'iisaio, or picts; •■&£<;! iafcng whsSavsrotharaispsafiJussiU^iBos'saiingadorvaiivBs^^^^^ 

* The roposSofiss porforrTS !hp norTin-iOn niosing Sranssciion sisps. 

Tfie Sid;; 1raiissc!ion ts ussd to cover a vside rangs d kisr^is ol works. I'de caisgo-y descndos sspsocossthattakss 
as its input any pofiion o? a dsoftaS ws^rk as'iO ;hso irssiitios ;■"!« iopui srs sof!i$ <sf<!y. For !ai<a?r!p:0, tor tpxi, a process for 
ociiiimg 5!is tex? \mii\(i f&m^m edii rsghJSi A procass fof "sijfTin^afii^iiiii'' or ccun!if!<g wards in ti-is is>it ^raiiici aisc bs 
consiiSeted odrifrig. For a rij.jsic fiss;, pfocaaaifjp c;oi:;d invoivs changing ;ha pstci'; or ;e;rfvpo, or adding ri3V5>fbefat;Gns. 
or i-ny osnar sud-c atia?;!: For difgitc-; vidso vvorks. anyiiiing sfssch J:;:ars srs imags Wiouid rsquirss apii rigbis, E>!ampios 
-A^cuKi bs cokjri/mg. scsiiirsg, {;xv«!;.!in9 pboiQS. seisiC'sng ancicanVptning Ifsiuia? snso story boards shjirpsriiiig >V;SP 
SigriaS pfocassiag, and so on. 

Sonsa craaiors sn^sy wans i:o proiat! !hs a^isricnijcity o; thsir works by SKTi-sifsg ;:;<5 Kiods oS pivrscossas -has aan bs 
pertornied an tbsm ii' 'fiara are no sdii rigbife, ther! r^o prf>-:e?,&iiig is aiiowed at ^sii A proaassor idsniis'iaf can be :nc!u-^ec! 
to specify whai kind ol procacc r;; aiiow^MS. if no prcs'sss dontjficr !S a{jacit:«d. then a-foitsary prrs;a«scjrs cars be used. 
For an 3>!amp:o oi a spacjtic procsss. a phciograpiiar may want io S;-:OW ijse of bis phoSagfapb bt:: iiinvf no; wa^^S ii to 
fje coiofiKsd A musaiian may wstai to aiiow sxiracsbn of poilions o' siis work bai noi changin?^ of ;hs fonahiy 

Ayth<srig8iion Transact tons 

sc 

Tborc are marsy siaya 'has at.:ti-ion^a;ion tn^nsao; sorsc car': be distrrsob i n tba Soisow-rjg, osjr pnstpired i«;y is so ssrfjpiy 
dali'ie ihan"! irt lornis d oihor ifait^siciioiij sii:-u vva ainssidy uesd 'or reposiSonej- T'iiiJS, is oorivan:sn! s-oaioiinies- >o 
epaaSi o! •'aiJihciKaiior? ;!'ar5ss(cSionS;'' Puithoy araaoiaaiiy nado ypot o;hef ;!v;!n3f5aticns iha; sapossfodiss airoii^fiy hava 

A sjaaga right can spaa;fy an aijit^orizaiicn-iD, wbitb iPanitfias ari aLJsbo; i^aficr'; osiact (a dipslai isiork in a tiie a! a 
;k stas-sdafd torniar) tPat sfie reposstoiv aiust f^svs ar;d i^fiiicsi r; ii^uss procass. The sijspoilzatjori is givsi'; so sbs gansnc 
arrtr-ofKaiio!'! (or iscksSs sssvar o: Sho sepcsiiory wh;cfs bagkis tc inSespro! tda ssusbossxiiSio?^ 

As oesr;r!bsd sar-ist; ins acibarixalion aonsams a ssrvar sdeasifior. wS'^icb may iusi ba ;ns 9eaaric atiinoazation 
ssivor or i; u;ay ba iStrsolhc; &c;v«i. Wiisr; a iorf-oSs av;r;ofiXa;fon ssrvsr ia ioqijirsd, it niuaS coriSain a c!:gii3laddrass. 
i; .may aiso coniijin a drgila! consisoato, 
•so if a rsiTiate aaSf!ari;;at;on sarvsr is fsqijireP. Sbari ;na autboni-aiia?-! proceas tirsi psdom'is She faiiowing stepa: 

■> The generic aaShonx;3t:of; sasvs; atsisnspss to se; cp ti'-o co!nrn;jnica;ionc ohannsi. fJf oi-iannei carsnoS be sai 

ijs. ibsn anrnofteatfOii fsiSs w;Sh an anof.5 
« Wiian ;he cbaanei ;s seS up. iS perlornis a tegsaSiaisGii pfocoac wi;'! the rsiaois rsposrEo;y; {if sagsaSi-aSion taiia, ibsn 

tPa aij!hO;«aSion tasis W!!b ar; cfro;. > 
» yVhsn regissrassar-i is corrystesa. ins gsnartc auti'iorii'aiiori sasvsr if!vat«js a "Psay" transfiCiiors wKb ii-is rsmate re- 

poaiScry. srippiymg Sfte aaii'iosixsrSton docuineriiss tSia dipstai woskio bepisysd, and SiiO rai'OGja sriiStori^afiori assvs; 

ns ptognsm; asti'is 'piayof.^ (ii she pt-sycf aanmat da teiind or i'sns somfj otiiar CR'or Shen She arstPoriKsisori late wsfh 

ai^ C'frof.) 

vb « Tha aDihori:;aiion aan/sf tfjan "piays^ ins iiLSSborixarion. Tfbs :rsvoSvas dasfyritsng it nasng aist-icf S;-?© puisiic i^fsy c! 
tba misster repasgory ihsrs issued ihs asfsitiasts or she ssssion fcay from sna reposstciv shisE Sransrnitsed iS. Tha 
aySSisrsasion sarver Iben parfomis varicas sasSs, I'Pasa tss;s vary sacoi^itri;^ so sba sasbori^ation s;8iv«i, 
inciud;; snoh steps a;s cS-!K;k)ng iesijo and vai:dfty baSe;; She isainorixabof? and checking any hot-iisss of knowfi 
invaiirS asitbori.<at:f;ns The aySbarixabon rsarvasf may raojus cafi-ytng oaf ar'iy oincf 'ransatSioas on tba rapcwiiory 
asj wait, S!.rcr- ae checking dsresiorios, gatstrsg come peisor- to sappSy a pa-ssword, or pii^ysrsg sosjia oti-ior digrsal 
wori;. is :tTiay {j!so invoke some spacia! process for snacKin^ infomiairon atsoib: ;caaiior?s or recant avenrs Ti-is 
"script* sof sych steps is conSainsd wtshir^ sna autbofi^asiai-^ seirvsc 
» if as! ot tiia '■sq^sived slaps am oompiasad aatijiiacjorriy, td-s siiSi'sorrKatiOf • aarvar compiasas she sasnsi^cssos? noimaii^ 
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•5 An snsEaH sransacsicn m a mqmsi to snstas; a ds^saS work as runrsabis as^twaia on a r«posf!Q:v: in a Jyfjsoa: tasa, 

th8 :'8q^i8s!«!f ;'8posiSO!Y is a !«ndsrfr:§ raps^stofy ssnd i^ia so5tw5:-a v^oaici bs a fiaia Kind or naw vsi'ss&n of a piay?;;: 
Aiso m a typiaai casa;. the acj-Sv^afs vscijjii be copiaci 5c fiis sysie^n a; iha faqsiasEa; fapc^itey bafo-a iS is la&iaijsd, 

» The :'8q^i6s)sf sanos the serve)- an insts:;; raassagfi. Tfss triossags incsicaias !f>a scrk So be lasiaSsd, sf^a vsreiof^ 
?<5 ijf iha sastsiii fsohi bsing invoked, and ins iite data lor the work {iaciuding iis ssxa}. 
■> Th« ■atiosstofias parforrfi !hs; aarnsaoi': opening SraasacSioa sSaps, 

» Ths fsausster sxtfficis a copy oJ iha digiifii car'iifciste ^o; ma soitvvsra. it aafSiJis-ste asfsaos be touaci of tbs 
?aas5er saposteiy 'oi Sha csa^calis :s not kfiov^?-; ia tiia rsau-s^e'^ fe* siafisactfc;!! of-ds wrth ars arfor 

* Tha rsqaasSar daatyiySs iha di§(i<ii caf-siicaie wsing tna pabiia say of tha finaaisf :-aposi$cr\< ffsaofdiag li-se iiS&rstity 
;a of ibs SLippiiar ana c:a5;iar. s i^sy ?0:- dscryptiay Ihe aoiUvafS, ipe coaipaifoiiity infarTrsatioii, aad a is:mp«;f-c:hacki|-sg 

coda. ;Thfs ssap csrsilias tha scfiware.) 

* Tho rsqaassSsr dacfypts tfia !Si>ftwara ijaiag ins k<5¥ f;w?? tha csrliticaia and coaipiilas a thaak code on i; yssriij a 
i-vvay t'issp iiiaction. U jhe ahscis-cac!s aoss nor match the iarnpaf-ahsaking aacis tarn iiia cssliticaia, ja® ifsalsi- 
te;on ttaaaaclsors arsds w:!f; afi afrof. iTh;& aap asatiias ihai Ehs aon!sf:!s of tfva aofivvata, inciadif!-; 8?a vartaijs 
scfi;5ts. nos aaea tf-a-iaered wiih ! 

* TPs reqijesiar rairtavss tpa tastf actfans ia iha coa-ipaabaity-chaaKiag scrips aad Soitows ihsni Si tha sofswara is aoi 
aornpaiidia wti's ifia sapoBstoy, sS'sa iastaisasion Paosaattoa af;ds wrEii 3a error {This siaq ol5ac:ka piaSforrj! aorrjpai- 
(biiay) 

» Ths reqasiiar ratrisivas ths instryatioas ia 'iis aisUtiisiisar; str;pt sa-idioiiovvs ihera it thara i& an error ia ti'iis pKXSss 
{stioh aa (rsaattictan! ra;K>«faaa}. shafj !ha •aafisjactson afiEfewsih aa arrai f^oiatdaStPa snataisaiiof; pror;asa piristha 
ranaaais scjfiwsaa in a piaca -ae rapoastary vshara iS is ao ioager accsasi&te as a wark for sxarcisiag any iisa<iS 
fighis oSisr ihars siis axacutian o! tne soS'wars as paa of raposstoiv opsraiions ia cafafinp oai CfEder rmasscitons, 

" Tf;a raposiSorias pariofsa }Pe coranuja csosiag Parisactton staps. 

An Ua:nsial!traasacsica is araquast to raaiovs sottsaife from a rsposstosu Stncs uncontroiied or incorrsct roaiavat 
o! aofiwara ffssrs a repoasiory aoaid oarspf'otaisa fts; babavsofaS iniaarisy ia;is aJap ;a aoatfaSiad. 

X y?!^ ssqoesssr sands iPa servsr aa Untasiaii sTjessaga. Ti'its rrissssqa indiostss tpa work to be yniastsiiad. saa 
vors:oa af Si^a ijninstaii • igi-i! baiag irsvokad. arsd tiia aia data lof !ha work fiaciadsag iis s«s). 

* The rspositorios paffarai ihs o&rT^moa opaniog tfaasacsian siaps. 

* TPS faqasstsr eslracts a copy of ifie diaaai canrfscato for iha :SOt!wai"si. If ibs csrfilicaio caanos do found o; Ede 
raaaEar faposiiojy fo' ibe aariifioaSa i^; aof kaowr; io iba raqoasia-, ti-sa fraasaaiiaa aacia «rsib an af!a^f. 

•a> • Ths rsauaslaf abscks wiisjnar tbs sofSwars is snsiaitsd. H if-ss satswara is no- jnstaffsa. fbs jrsasacPca sabs Wiia 
sa sr«>r- 

■> Tbe raqaaaJar dac<ypEa ;ba bigtEa? cafaisoaia uaiaq tPe pafeks itay ol tiia ninsta; raposiiSory !ae<Kd:aQ Sba idant% 
or ibs suppiiar aaci crasrEor. a ivsy ?of dacrypbag the soltwafs. EPa compaiibiiity iafomsstron, and a tsfaTpef-eheakiaq 
aoda. (Thia asap auEdaniioafsa Siis oastifioabari of ihe aoftvrafa, irioiudiriq tfsa serio! torufHastaiSin;^ :i. > 

* Tba raqaaaPsr d<jcfypts S5i>ftwara tjsiag fna kay f!wa tbrj aartriicaia and ccjaputaa a abrsak coda v>n ii wsiriq a 
i-way basp bjnctson. b !bo aasc!«>eads aoas act maicb ibs iarrspaf-ahsas'iiag cosq from il-?a csslitscafs, ff^s iastsii- 
!aE;«? Esaaaaobari arsds 4V;td aa aaas. (Tbsa sfap assa;aa fba; tEis contsass ol trva softwstfa, inaiadiaa ifre variwas 
sanpts, a;5ve aoE baea taraperad ajsfha 

» Tbs re^:!!jesjar ratnavss ii^« iasSfwaEions sa tba aasiaiaSiaEfpn scsspt ard fossav^s ;;5Sfn. sf tdara (s ars aaxis in tEsiS 
prccaas fauab as ifisattiaiao! rasaafaasr than SPa ifarssaation and;; ■wifa aa «;r«3r 

* TPS raposisonss psitofa^ ihs rioainloa c!osin?s irans;scEion s-Esps. 



1 > A aystani fcf cooiroiiioa tba diaEribsiiirs;-! and ijaa c! dfgfia: laarf^s coa^pfising: 

raaarisSoraiiaebsrigoneorasQrs usag* rigbtatpadigSaiwoik, aad> afsaidoiisiGs rncfa aaaga rigiiia spacftysaji 
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a }js-r!s:j!af irissaiics o? how ssis digilail wofk may bs> ussd o^' ciisifibyisd, ssch of si^sd ysagg fsghis feeing 
csifts&ie of specffysfig si digital sisSiOi. She soessESSiors o{ sasd di^iiSBi tttka being a BOr-idiisoi-i on iho exor^lsd «f 

8 pis^s'SiSfiy OS fsposiioflss fer sioring land sxchanging digital works, eaon o! said piUfBisly or rssposiionss ctsffv 
pfjBiog: 

S'Orags means tor sSeriftfi siigiias wofss, thssr ailachiXi Lis-sCiS I'ignts^ anci dj^itas iffll^sste: 
ij-ssnsacticjii psocessing fnsasis having « faguestef sTic^ia oi operation iof reqyasiing 3ccsss sO a digis^s wofk, 
said rsqnesij speciiylrsg a nssgo nght, ansa SiSfvor snoda oi i^pataiior? for pfiX$as:og njgaissts io SKjtess saici 
requested ciigt'ai \N'Ofk basse! -sr-^ isld usage ;ignt spscified in said rs<:siissl. ins usage rsgnis assathsti io sass 
?<5 digaai work, and d:giia! tickals assocjatad VsS;th sasa t;ssge ngftis: 

a gsnano nokei ag<5^a; H>r punohifjg d;gi!3i iioKaia to l;5d!caio 5has an maoas^mi usage right i^as doaa isxefoisijd: 
and 

a ccijpisng means for coupiirig ta andhe! of ^ssid piuralliy of rsposifodos acioas s oGsnsriiJoicaiidns niediiJ!"!'; 

■■-4 2, The systs-i-n :5s iscSs-d v. Ci^ssm ; vvhs;n?!n « usag« rigfii may spasify a spscisi tici-.si ^sgsnt ior puncfeiii-g a BpsciiiS-ci 
digSai tsciis! and said system is ftj;tnsr oomp^ms^i oi ona of rnora aaiiwiHaiion •oaosiioiiss coniaiiisng spsjoin.: 
iicfes! ageiii^ for paiiohifsg dsgsiai tiokais. 

3. Tn« syasajrs as reostod in Ciaitn 1 w;?or;5sn said digifai siakst is conipnssd of a f;«;; tisf ■osissfrisp asri Jof indicasing a 
time sfhssn sa-d dtgiiai tiCks; was Gopseo ana a s&ccn« i-meslaiVip psa for snoicaiing a tsrtis wiier? sad digtiai iins^st 

was pUfl:Ci";Sd. 

4. : n<5 sysrsrfi as rsc-isd (a CSairn 3 wharoio rssid gansfsn fmkaS agsa! ss faahef oomprised oi a mearis f«f daUsrmirjsng 
tf a dig:v^: iicJ^et :s ".'aiid and !;in<ssten~!pi:!<.) rns%>s for limsswaping digitdi i;Gkei& wns-r- ihey ^srs pii!>C!-;sd 

ss 

5. A msM fo( ccnSfOiiing accsss to difjital works in a cci-njsntof coniroiisd sysfsm for ins disirlba; ioft oi dlgitai works, 
cdrsvpiising ti-iO steps of; 

a) nreating a digifai work and a digiSai ficksi for said rSigiiaf wor-s: 
-se b) assaehing a tssags ngS^f ;0 safd osgisai work, sard usags riant specifying said digiiai tickst: 

c! storing said digfia- work if> a iir!5t feposifofy; 
d) sioring said digiiai Sicksf sii a second regosirery: 
s! a sdsm '«posri;aiy aaqeiang said diglSai ttcka; from aisid s«5ond raposSory. 

i) said tiiird rspository iransniiSiag a jsqnssi 'o assess saio digiiai woris to said iirsi repository satd rsquss- 
apecifyii^g said usage rigPS; 

gs safd iirsi ■opcsstosy deseffnsnirsg si said thisd foposi'Ory haa sasd diqsSai ilcket, 
h> said ii-iifd ffjposisOi-y pfsssniing said dsgiiai Sicitsf io said firsi repository; 
Ij said hrsi raposrtofy ifsinsi^iiitiag said digital work ;o said third feposiiory; and 
ij SxSid fifst fr!po«;iiory puaoriiing s-iid fJipitai iirAei. 

J.? 

6- Tho fi-ieifrod ss recliod in Claifs^ 8 wfiersiii said siep of a Siifd seposiiofv acouiflng sard digiiai iicksi fjxim said 
aacond sepfBtfofy ia f iJdhsr cotnpf larsd of it:0 siap oi said third rs jpoaiioiv cqjying said digit:;sS tfcko! Ircsrn srid sacond 
repository tor a fss. 

7, r^Oif' X-i 'OOiS-M Rf i's ;•!!- 6 '^■■it- -!0 n s Oi 1!' iS t O'.'"' 'S CC'inpf;('--d v' ' 't ! ■i'n{-0;,--fsS p in C'f SK'>i'-g « -mis 

wnon viid dijiicif ^-OKo: 'ahs sopjoc and second ianesivjfnp f.v<!! iof slOM-g ■! hino&i.-j-T'p s-no osg-io ickcf 
w:-.t, r jt \.' od add s ! d siop of v.^<dy!ng i,.a!d J>0!"-» it^-ka: i Of^ t t-.i^d se^ o'xi f egos!K>f y \>: a ioa "j iar" vf corn^^s >; s.o 
o" 5,-if- nn^. v '•ant <;f-f ■■■no 'Cp ■■s ■■0!-\ JTvJtkir- 1 s iid 'ttsi "'i-nc-s :no-p p jn o- ^.n otn x >, -i ;i>nt 'Vith n ccnv i!in^^^;}Jn1;-, 
>: 'ji^-iiinci -J i fin .-ifio cale '■'•inen n^o o>^py o; s.-siO d-;,!!ai t < ss-i w-^.s. 

;'£i 

8, A frist hod fcr coi^irolling ffis namfjsr of tiffins that a i: sags right atSacfisd to a digifai isof k rnsiy so 8xsn:;iiisd in iis 
cornpiJtef oonlroiisd sys-ism for ids drstripotion of dlgiiaf works., said !-;tethod cornpnsing ins :S)*5ps of; 

a) creating a digifai work; 

b) dalliting a !.faa9e fjgi>i for said digiiai work; said aaags sigtsi speoifylftg a digital fickoi ifsdieailftg a pradeior- 
aiinod narnbar of f ifnss thai said usage rigbs may be fsxeroissd; 

c) crsaiing said digltai tickst witii an indicaior ot said prsdsisrrnlnsd nymbsr; 

d) sfcjiing S:?id digiiai wdrk, said sartigfs ricjdi af?d said digiiai tickst in a firsi rapository; 
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s) a sscond i-spossiofv itansfnssting s sfiQi.fsss to aocssii saici digtiai worK io Si^sd first fsposao^y &5?id rsqygst 
spsotlyjsig :5;5;d iiSfiijiS rsght; 

'} sais tifs) rsp-osiiosv cstoOTiisung •• saic digiia) licksi 5of said yaagft ogJ'^t iRdiossss SSiJSt sasci ijssgs rtgtsl has 
been axssxassd said pi-edstSiTjisned nufsbsf o' tinisis: 

gs ii sasd diqfei Sicket indjastas ihssi sssci ! sgh! has iaesf - sxetcBed siki pfixisj-ersjisnad niJf?*«; of Sinisa. 
sijsd first fspos'iorv rfsfiyir?^ accjsss lo s?;id digiSaS vvofk: 

h) if ssiid nffgsJj^! tictieS (ndscsJss thJiS sjiid usaga rtgtsS has r;cl baan C5}cs-^;:sed s«id ptadsjiSffTisnsd rsuiiider oi 
ttrT'-sS: s<jid hfS; fsposifosv gfisBling accsss !o sajd ssgjla: work, arid 

;! said fsrsS rspasitofy punching ss:rd dig-ias tioice; to indicsSiS an sns^Sinco of SKsrciSing sisid sjsags fight. 

8, A SK^thod for ainifoiisng !ha -Kcass to dsati?;! wjo^ks sn <: CGf-5pusLj!' co^isoiiod system for tJ5e dB!«biJf iori of &qitz\ 
wrjrics. saiCJ msmod sorrsprssing the stsps of: 

a) iS'oatiag a digsfa! ^rork and a dtgifaS tickss: 

b> cisfsning a iJsags rsghs for said ciigiSa; work, sssd -jsags i sghi spscify ing said digifaf tscfisf and a spsciat isckss 

agsfj! foi aijnchifjg amd dfgisai tsctei: 

c} rsiodfig sai?3 osgi-ai *'0:i< in a tifO! mposffosy. 

0) disidbijiing said difgitai item io a second raposiiosy: 

8) said sscGfjd mrxjSifosY iffis-safristttrsq a rs-quas; -o acosss said dsgsiai wosfsJo sjiid fsraS sopossfofy aasd raqua;): 
sparJifyssig ssid iisags fsgrif:: 

f} sssid tirs; seposstoiy detsffnining si said secand seposslofy has ssid dsgrrai tscksi: 
q) said asJCDS'sd raposffosy pioasata'sg sad dsgitai jscksf lo aaid f;!-st rapoaifcsy; 
i-;) satd first rvjpositofy pfsseoisng said digifaf iickist ic said ?spsc;ai t:oi<si ag8r':t: 
i! sasd spsciai dciist agent determinisig i said digisai ticket is vaiid: 

ij :f aakt dspkartictie! !S srivaisd: SxJtd sorsoia: itkA agoi-ii r;ai.ioiqa aak^ «;qi.iasf to -sccasi:; fo fso d8n;ad: 
k} ■■ sasd di^ftai jiCksS is vafio, said spocs;- SiSi<«f a^gnf punching said dsgiisi ttckei: and 

i) sftici tii'Sf seposiiofy gfaming acesss io said ds§i;ai wori; by said second •^positosy 

10, A imrsiiioc tof dtslrib^siicn of ypgnisdrjs to di^iia- works in a cor^^puicr confroiisd systsm tor the distdoufiori of digitai 
works, isaid method coi-i^pristng ?ha steps oi: 

a) cfeadrsg a digitaf ticksr, said ciigiiai iickai psfiiiistine oapying of a;-i uperaap digsai worfs: 

b! dsafubufino ajsid digiia! ttcko; and a a>rfBsponding dsgsi&i wosk to a fus) rapoaiior;/ for a taa: 

c) crrsafing said ^ipgradc d!g;t?ii wjork. said ijpgrjitos dig-isi 5¥oti< havsag s copysng rigfii tor perrTiiiiing or>pyiog 

ot said Lipgradti digstai work so possessors of sard dsgtsai tscksi: 

dj stoisng sasd upgtada digifa! wori* in a seoofid fsposisory: 

s> said fifs! rsposiicrv itansmiSfing a rsqussf io copy said digsrai wos-is to said ssoond rsposiiory: 
f ; said second i"spos!tosy dc?ofsK!"iih9 if said f:rs- rspossiorjr hs.s said digiiai tjoka!; 
g! said isrsf ■'©pcsitosy pfosofjisrig a;5:d digiSai ik;kf5t fo said seaorid sopostioty: 
i! said sccorsd fiSposiiOfy dsSsiTnining if said diOiSa! fiokpf is vafio: 

]! it said digitis; iickot is tnvafid. said ssoond rsposrio-v cayssng ss:d fepijes; to copy ;0 bs deniod: 
k) if sasd :d:ig(f8i iickai is yafid. said ijiscond rsp«;f iory purKihing snid digitei fioko;: aiid 
;} said second roposiiory tfansniiiiing said spgrada digitaf work to said first rsposiiory 
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f sea-— Right :« (Sigbt-Cdte {Cspy-Coaal:} ICimtrsl-Spsc) frksis-Bpee | 

C<kIs| Dsrlvatits-Works- Cods | CoRljg\jraiiss-Gs4e 
f SM— E«sdsr^C4>ds ; =s ( Play fPlayer; Play^T-©} | Frmt: {Priate-; Friater-ID}! 
f SOS'-— TrssfS|s<*!fi-Ced» ; ~ f Copy \ Tmmtsr | Lmn |E«maismg~Right«; 
Mbx i 'Set-<>f- Eiglj tsjIKNexl- Cop j'-Ei ghts; NiSxt-^^t-of-Ei gM«)] 

N«st-S«fc-»f-Sigkte| I Bostora | Dekte | P»ld«r 
I Directery {Name; Hkls-LiJcal | Hide ■Remote] 

l5#7---~'|>srjvat:jvo-W»rks-C«do ; ™ fExtr^itt I imls«4 1 isl5t{Pj'oegs&: 

Nmt-B^t-f}? Eights] 
l5IJS-~"<;<s:sji3f ursllea-Csd® x- Install | Osisstai! 

Ssst.>Of~Eigbfe)} {(S«pkc«; Sst-OE-ESglsts )]{fK©op; Set-Of-Sigte )] 

fSJf --~>Costr9l-8p®« ;™ (Control; fRsstsktabk | UBresisktablo) 

Imtil: Bxpimtim'B&U} 
f SO-^Flsesi-lsjterPsl From: Start-llmt 

iStS'~^- A&mmSp*e : ~ (f SO: Sijosrlty-Ckss} {Aytbomatl&tj; A«tbom«tjS!S-ID*} 

(TimS"Sps« F^rcestage)*) 

{Mia; Mssaey-Uast Per; Tsms-S^ci-lJkfax:; 
Maaey-lMl: Per: Ti3358-%J}o)T»; Accousrifc-fD) 
f S2#'--...p^j.,Usg.Spg«: s Per-Usss; Money-asit 

IS.22"N„.Best-Pri©&»Sp«« ; ~ Best-Price*; Mc<s«!y-u.»it M«; Mo&ey-u&it 

IS2^-^ g8ij«ji«l8<j-F«s-Spee™ (Schedule; CTtm«-Sf«cB.§f«la?-B'ee-Bpgc;j* ) 
1SIS — ■ Marfep-Spssj; ~ MWkap; pe?s«Mags To; Accosiiit-ID 




3? 



EP07ISMTA1 




38 



EP07ISMTA1 





EP07ISMTA1 





41 



EP07ISMTA1 



m 30 mz 



m-h-Z 236 §64 (SUfi H!C805¥STEHS I8C) 
* sags §, Viris 11 - pags 28, line lb " 



US-A-S 291 S56 (HITA) 



j 



42 



